Title : Implementation of a Regression based trust model in a Wireless ad hoc Testbed

Abstract: Wireless ad hoc networks are resource constraint and vulnerable to various security attacks. Trust based security modeling go hand in hand with cryptographic services to offer good security services. We have implemented a Vector Auto Regression (VAR) based trust model over Ad hoc On demand Distance Vector (AODV) protocol and Optimized Link State Routing (OLSR) protocol and compared the performance of these protocols amidst malicious compromised nodes in a wireless ad hoc testbed. The experimental results show the feasibility of implementing trust models over real ad hoc network deployments. Our simulations results show that the proposed VAR trust model offers better performance compared to the existing trust models. 
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Table 1 : Generalized Trust metrics for ad hoc routingTABLE 1

Parameter
Proactive Routing
Reactive Routing
T[1]
Number of TC messages received
Number of RREQs successfully forwarded
T[2]
Number of TC messages forwarded by neighbor
Number of RREQs  received from the neighboring node
T[3]
Number of occurrences showing the neighbor willingness to participate in data communication
Number of RREPs received from the neighbor
T[4]
Number of occurrences the neighbor is chosen as an MPR
Time taken to respond to a RREQ message.
T[5]
Number of DATA packets successfully forwarded by neighbor
T[6]
Number of DATA packets received from the  neighbor
T[7]
Number of ACKs forwarded by the neighbor
T[8]
T[9]
Number of ACKs received from the neighbor
Number of DATA packets forwarded without content modification





















No vertical lines in table. Statements that serve as captions for the entire table do not need footnote letters. 
aGaussian units are the same as cgs emu for magnetostatics; Mx = maxwell, G = gauss, Oe = oersted; Wb = weber, V = volt, s = second, T = tesla, m = meter, A = ampere, J = joule, kg = kilogram, H = henry.



Table 2: Experimental  Setup Parameters

	Parameter
	Value

	Experimental Area
	600 × 600 m2

	Maximum node speed 
	20 metres per second

	α
	0.5

	Transmission Range (Indoors)
	70 metres (approximately)

	Number of Nodes
	15

	Data packet Size
	50 bits

	Duration of Experimentation
	30 minutes

	Channel Data Rate
	11 Mbps

	VAR time lag (p)
	2

	Number of trust metrics evaluated
	8



Table 3: Handling security attacks in VAR and SRAC trust models
	Security Attacks
	VAR trust metrics
	SRAC

	Dropping of control and data packets
	T[1], T[2], T[5], T[6], T[7], T[8]
	Detected indirectly by unsuccessful transmission counts of routing and data packets

	Flooding the victim node with control and data packets
	T[1], T[6], T[8]
	Not detected

	Non-cooperation in routing
	T[1], T[2], T[3], T[4]
	Detected by unsuccessful transmission counts of routing packets

	Modification of messages by tampering with header / data
	T[5], T[9]
	All messages are encrypted. Header modifications are detected by unsuccessful transmission counts by the sender. Data packet modifications are not detected

	Advertisement of false routes
	T[3], T[4]
	Detected by unsuccessful transmission counts of routing packets

	Misrouting the data packets
	T[5], T[9]
	Perceived as loss of data packets




Table 4: Performance Comparison with existing trust models
	Performance Metrics
	Node speed (m/s)
	VAR
(msec)
	SRAC
(msec)
	SLSP / SMT
(msec)

	Average time taken to detect malicious behavior
	5
	4.17
	6.35
	7.8

	
	10
	4.25
	6.29
	7.91

	
	15
	4.52
	6.46
	7.73

	
	20
	4.86
	6.92
	8.12

	False Positive Rate
	5
	0.13
	0.22
	0.18

	
	10
	0.17
	0.21
	0.19

	
	15
	0.17
	0.22
	0.21

	
	20
	0.19
	0.25
	0.22

	False Negative Rate
	5
	0.15
	0.21
	0.22

	
	10
	0.16
	0.23
	0.21

	
	15
	0.18
	0.23
	0.22

	
	20
	0.18
	0.26
	0.24
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Fig. 1.  Comparison of the throughput by varying the source data transmission rate amidst 40% blackhole nodes for the default protocols and customized VAR trust based routing protocols.
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Fig. 3.Comparison of the throughput against number of malicious nodes indulged in flooding attacks in the ad hoc testbed of 15 nodes.
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Fig. 2.  Comparison of end-to-end packet delay experienced by the packets in default and VAR trust based routing protocols at different source data rates. 
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Fig. 4. Average Trust computational overhead varying the node speed in an ad hoc network of 15 nodes.
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Fig. 2.  Comparison of end-to-end packet delay experienced by the packets in default and VAR trust based routing protocols at different source data rates. 

Fig. 3.Comparison of the throughput against number of malicious nodes indulged in flooding attacks in the ad hoc testbed of 15 nodes.

Fig. 4. Average Trust computational overhead varying the node speed in an ad hoc network of 15 nodes.
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