EVALUATION OF MILITARY COMMUNICATION SYSTEM IN WARFARE
A.K. GoviL & V.N. Sagsena

' Institute of Armament Technology, Pune
-(Beéeiwd 4 August 1975)

In this paper, a probabilistic model has been developed which hlghhghts the role of communication system in a
warfare. The defensive force is assumed t0 be divided between fighting units and the jamming units, while
the enemy force is comprised of fighting units and the réconnaissance-communication units. The mathematical
formulation leads to the evaluation of survival probability of a defence tar%et against an enemy attack. Quanti-
tative results have been discussed as an aid to commandér’s decision for several specific vaJues of given parameters.

Over the last décade, a number of major efforts have been made to use quantitatﬁe a.nalysis, to measure -
the effectiveness of alternative mixzes of military forces and weapon systems. Presently, such mixes and

increased capabilities of different weapon systems have completely changed the modern warfare.

. In any country, there are many strategic installations which become targets for an attacking enemy.
In a deterent posture, such as, is the present policy in a democratic country like India, it is required to know
the surwvablhty of an installation against the offensive forces using dlﬁerent types of mlxes of forces and

weapon systems.

In these days of a.dvanced electronic warfare: the role of communication system is intuitively obvmus

It is an essential factor in the coordination eof efforts of the independent men, weapons and base units. It is

needless to emphamze that without it a commander cannot command, the intelligence obtained by a
reconnaissance is useless, supplies cannot be ordered damages cannot be correctly assessed and as such

the whole system becomes 1neﬂeet1ve

In this paper, we therefore, dlscuss a general problem of quantltatlve determination of role of
communication in warfare and illustrate an approach by exploring a mathematical model of a battle in
which communication is a major system to play a specific role.

NOTATIONS

‘g = the number of defensive fighting units that can be iraded for one jamming unit (¢ < 1)
M; = measure of the size of the defenders total force

Dy = the number of ,defeﬁsive ﬁghyting units

D; = the number of defensive jammihg units

P, = probability of a defensive jamming unit, jamming a message from the enemy reconnaissance
communication unit

P, = probability that a defensive fighting unit will prevent the enemy from launchmg its weap()n

against the target
y = the number of enemy fighting units that can be traded for one reconnaissan ce-communicatior,
. unit (y < 1)
M, = measure of the size of the enemy total force

Ey = the number of enemy fighting units
E, the number of enemy reconnaissance-communication units
' probabﬂlty that the weapon launched from the enemy unit will destroy the target
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g = probability that the enemy reconnajssance-communication unit will receive the correct infor-
mation regarding the location of the target and will transmit-the information-to its own base

Py = oprobability of kﬂhng a target
- P, = probability that the target will SﬂerVG:(l-—Pg)

P, = probability that at least one message will be received from E, reconnaissance- commumcata n.
‘units

Py = probability that at least one of tlLe Ef fighting units will destroy the target

MATHEMATICAL MODEL

The formula.txon presented here, isofa battle in which a commander of the defensive force is given
the task of defending an installation against an, enemy atfaek His forces are assumed to be divided between
Dy fighting units and D, jamming units, while the enemy forces is comprised of E; fighting units and E,
reconnaissance-communication units. For a reconnaissance unit to be successful, it should be able to
trapsmit its message mthout being jammed from sny one of the D; jamming units. Hence, P, can be -

expressed as, , ;
: ‘D, \ B, , ;o
CPp=1— { l1—g¢ (1—pPy) J } g S : (1)

~

which is a measure of the enemy’s reconnaissance-communication efficiency.

After obtaining the information regarding the location of the target, the enemy fighting forces are
put in action to destroy it. Each of these ﬁghtmg unlts E; must fight Dy defensive units. Therefore, Vo

can be written as
) D.\E RUEE
H=l—{1—ﬁxk—&)f}’ : ‘ @.

which is a measure of the eﬂiciency‘, of tghe enemy’s fighting units.
We can express the kill probability Py, that the target will be destroyed, as : ,
= (By) (Pr) SRR S R Bt

Hence, we can obta,in/the probability,P,,Atﬁ&tjtheltarget will survive as .
.P‘ == 1 - Pk o ’
E’,, o, : o
—1—[1=fi—ga—2% |* ][ 1={1—n a—n } I

Since, it is assumed that each jamming unit can be traded for 2 units ofo units and each reconnaissance
unit can be traded for y units of Ef units, then

Mg = Df + me, a : ‘ . ’ 5)
and '

=B +yE, | e

Making usc of relations (5) and (6) in (4), we get - , -
d——wD M —vE, ' - Dj \E,
r=1—[1=fima =™ T 1= fimma 2 ) ]
B )

The defengive commander weuld like to get the optiraum value of the survival proba,blllty P,:for a
given set of parameters.
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CASE STUDY

For a given set of values, the mathematical model generates a gain matrix.

 Let, =y = 1
and P, = 0-2, P; =03, ¢; = 08, g, = 0°7
M‘~= M. =.5 ’ ‘

Then, by means of relation (7), a 6X 6 gain matrix for the values of P,is generatéd, with D; and
E, varying from 0 to 5, and is given in Table 1. -~ *

Tasrz 1
GAIN MATRIX ¥OR P,

 Enemy chooses B,

Defence chooses Dj : ST S - A - - \
L , ‘ 0 R 2 3 4 5
© 0 T 060 068 076 0-87 1
1 1 068 062 068 0:82 1
2 1 " 0-68 0457 0-61 075 1
3 1 0+69 .0-86 0-54 0-68 1
4 1 072 . 0-55 049 -  0-59 . -1

5 1 01T 0-60 048 049 I -

From Table 1, the commander chooses his strqteg‘y:td‘ obtéih the\expected‘ probability of éurviva;
against the different values of the number of enemy reconnaissance units, - s ~ :

Commander Decisions Using Table 2

Let
. ) A
P, =0-1and 0:3, Py =02, ¢q; = 04 and 0+6
g3 =02,0:4,0:6,0-8and 1-0 -
My = Mc =5 = Dj
Taprz 2
Py 708 VARIODS VALDES OF ¢y gy AND P,
qs — 9“:9.‘ o ) r ' Ql-—:'g i
‘Pl = 0-1 ) Py=03 ; ] ‘P!. =01 . Pl =03
02 077 . 0492 069 - T 0490
04 0-63 085 " 0451 : 0-80
06 - 055 079 .04l 073
08 052 074 0-36 ) 066
1:0 050 070 03¢ 060

3,

From Table 2, it is obvious that : (i) If the defensive jamming units become more effective (i.c., if the
value of P; increases), there is a considerable increase in the probability of survival of the target. (i) If the
probability of destruction by the enemy weapon increases (say in the case of guided missiles or use of nuclear
warhead), then the survival probability decreases as far as defence is concerned. (iii) In every case, if the
enemy’s reconnaissance-communication system becomes more efficient, the -survival probability of the

defence target decreases (Ref. Table 2).
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Commander Decisians Using Table 3.
Let . o
I/?l == 0-01,0-10, 0-20, 0-50 and 0-70
Py=02, 4, =gy =06, y=0:6
@ =00,0:2,04,06,0.8 and 10

TaBLE 3
P, FOR VARIOUS VALUES OF Py

z P, =001 = . Py =010 Pl =02 P,=05 Py =07
0 085 069 . 078 097 0-99
C - 0.2 058 062 : 071 096 099
04 049 S - 089 - 0:65. : 095 099
06 7 0430 - 048 s 059 094 . 099
08 028 . 035 052 o 093 0-99

10 017 025 044 092 0-99

From Table 3, it  may be observed that : (1) As the number of defensive ﬁghtmg units, that can be
traded for one jamming unit increases, the probability of survival decreases. In other words, commander
should choose to have more fighting units rather than having the jamming-units {for the chosen value of
the parameters). (ii) For each x, the probability of survival increases as the efficiency of j Jjamming units
improves. (iii) As far as effectiveness in terms of target survivability is concerned, the optimum value of
probability of jamming units is 0 +7. Ultimately this may also lea.d to a bala,nce between cost and eﬁiclency

CONGLUSION

It must be remembered that the model presented here is of a pa.rtlcula,r type of battle and thus the
results are useful only in so far as some ‘real swua.tlons can be reahstlcally related to the model.

Moreover, such types of systematic studies help the commander to choose the speclﬁc values of the
pa.rameters 50 as to achieve the desired results. It may also be borne in mind that such types of studies are
only a begmnmg and it is felt that further insight into the problem may lead to more realistic solutions of

the battle situation.
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