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ABSTRACT

Lightweight block ciphers are crucial for securing data in resource-constrained IoT devices and sensors,
where low energy consumption, minimal latency, and high efficiency are essential. However, existing ciphers
often fail to balance these requirements. This article proposes a dynamic F-function that reduces iterative rounds
while ensuring optimal security, flexibility, and scalability. The function integrates a fixed substitution layer with a
dynamic permutation layer, employing Hamming weight-based transformations, circular shifts, and XOR operations
for enhanced diffusion. It is integrated into SLIM and Lightweight Block Cipher for IoT (LBC-IoT) ciphers and
evaluated. Results confirm improved security and efficiency, making it a promising solution for IoT applications.
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NOMENCLATURE

L, : Left 16-bit half of the state at round i
R, : Right 16-bit half of the state at round i
K : 16-bit round key for round i

pF : Round function

P : Permutation in SLIM

P,P, : Permutations in LBC-IoT

S : Substitution Layer

@ : XOR operation

<< : Circular left shift

>> : Circular right shift

HW(X) : Hamming weight of input X

AX : Input difference for differential analysis

1. INTRODUCTION

With Industry 5.0 and the widespread adoption of IoT
devices and sensors, ensuring data security in resource-
constrained environments is critical. Traditional cryptographic
algorithms are impractical due to high computational overhead.

Lightweight block ciphers (LBCs) optimize flexibility
and scalability using iterative rounds, user key sizes, and SPN-
based F-functions. However, existing LBCs often struggle to
balance security, efficiency, and resource constraints.

This work introduces a dynamic F-function leveraging
Hamming weight-based shifts and XOR for enhanced
diffusion'®. Integrated into SLIM and LBC-IoT, it improves
security and efficiency while reducing iterative rounds.

2. LITERATURE REVIEW

Cryptographic algorithms follow the confusion and
diffusion principles introduced by C.E. Shannon in 1949'.
Lightweight block ciphers typically adopt Feistel, generalized
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Feistel, or Substitution-Permutation Networks (SPNs)*>. In
Feistel structures, the round function involves add-round key,
rotation, swapping, substitution, and permutation, iterated to
achieve security*®.

Lightweight block ciphers use 4x4 non-linear S-boxes
for confusion’™®, while diffusion layers rely on Maximum
Distance Separation (MDS) matrices or bit/byte/nibble
permutations®!4. For example, DES' employs bit permutation,
AES!¢ uses an MDS-based diffusion layer, and Few!” applies
nibble permutation. SPN-based F-functions are widely used in
encryption, decryption, and key schedules'®.

2.1 Contributions and Article Organization
The following are the technical and contextual
contributions of this research paper:

2.2.1 Novel Dynamic F-Function

Utilizes logical operations, circular shifts, and Hamming
weight-based transformations to enhance diffusion while
reducing iterative rounds without compromising security.

2.2.2 Advanced Dynamic Diffusion Layer

Incorporates multiplication and division to increase
algebraic complexity and strengthen resistance against
cryptanalysis.

2.2.3  Improved Flexibility & Security

Achieves high efficiency with fewer rounds while
maintaining a fixed user key size, eliminating the need for
variable key-length adjustments.

This article is structured as follows: Section 2 presents
an overview of SLIM?® and LBC-IoT’. Section 3 details the
proposed Dynamic F-function. Section 4 evaluates its impact
on security and efficiency. Section 5 concludes the study.
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3. OVERVIEW OF MODEL CIPHERS

This section provides a structured overview of the SLIM
and LBC-IoT ciphers, which serve as models for integrating
the proposed dynamic F function.

Table 1. Specifications

Specifications SLIM LBC-IoT
Block size 32-bit 32-bit
Key size 80-bit 80-bit
Rounds 32-bit 32-bit
Branch size 16-bit 16-bit

LI Ri

Li Ri
(a)
L| Ri
Kii S :
' : 16 .
/\{1 i F-Function S ; <<?
/! .
! S ,
i S !
p1 | St ! PZ
r-r——f‘r‘({ \ﬂ'
Li Ri
(b)

Figure 1. Structure (a) SLIM3, (b) LBC-IoT’.

Figure 1 (a) depicts the structure of the SLIM cipher.
The following equations represent the data process in the
encryption schedule.

{Li =R (1)
R=L_ ,®P(S(K,®OR_))

The round function follows the structure:
» Liand Ri are inputs (16-bits each)to the function.
¢ Riis XORed with Ki (16-bit).
»  The function substitutes values using S-boxes.
»  The permutation layer shuffles the bits for better diffusion
and XORed with Li. The results are swapped.
Figure 1 (b) depicts the structure of the LBC-IoT cipher.
The following equations represent the data process in the
encryption schedule.
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{Li =PB(R.)

R =PlL , ®K ®S(R , <T)] @

The round function follows the structure:

e Liand Ri are inputs (16-bits each)to the function

e A Circular left shift (<<7) is applied to Ri to enhance
diffusion

*  Theresult of circularly shifted Ri is substitute values using
S-boxes

e The substituted values are XORed with Li (16-bit) and Ki
(16-bit), followed by permutation using P1

*  Simultaneously, Ri undergoes permutation using P2

*  Finally, the resultant branches undergo swapping.

Table 2. Trails of SLIM and LBC-IoT

SLIM
Linear trails
Round Block1l Block 2 Active S-box  Remark
1 0x0000 0x8000 1
2 0x8000 0x0420 2 4
3 0x0420 0x6000 1
Differential trails

Round Block1 Block 2 Active S-box  Remark
1 0x0000 0x8000 1
2 0x8000 0x8001 2 >

0x8001 0x1003 2

LBC-IoT
Linear trails
Round Block1 Block 2 Active S-box Remark
1 0x0004 0x2000 1
2 0x0400 0x0044 1 4
3 0x4010 0x4028 2
Differential trails

Round Block1l Block 2 Active S-box  Remark
1 0x0004 0x0100 1
2 0x1000 0x0440 1 4
3 0x4020 0x02A0 2

4. DYNAMIC F-FUNCTION

In this section, the authors discuss preliminaries, structure,
flow chart, and the operation of the dynamic diffusion or
permutation layer.

4.1 Preliminaries

This section explains the concepts of hamming weight,
circular left shift, circular right shift, and non-linearity.

Definition 1. For any x € an , Hamming weight HW(x)
is the number of 1s in x.

For example, let x=0001001001101111, then

hw(x) is 8.

Note: Denote by F, the finite field of two elements {0, 1}
and by [ the n-dimensional vector space over F,.
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Definition 2. A left circular shift permutes an n-entry
tuple such that,

oi=i+1modn foralli=1....n 3)

Let x = 0001001001101111, then, the circular left shift
by 1 yield,

x<<1=0010010011011110.

Definition 3. A right circular shift permutes an n-entry
tuple such that,

oi=i—Imodn foralli=1...n 4)

Let x = 0001001001101111, then, the circular right shift
by 1 yield,x>>1=1000100100110111.

Definition 4. (Active S-box) An S-box is active if its
input and output masks for that characteristic are non-zero.

Definition 5. (A weight of a state) Let
x=[x,%,...x, €F,. Then, n, =x/a, wheren_is called a
set of ‘a’ values. The number of ‘o’ sets, that have at least one
non-zero bit is the weight of a state and is denoted by [w_(x)].

Definition 6. (BranchNumber)Let x = x,,x,,....x, €'
. Let £:{0,1}'*—>{0,1}'¢ be a function to which x is a 16-bit
input whose branch number is given by

A= min  (wix)+wi(f () (5)

Definition 7. (Differential branch number) Let AX and
DDL(AX) (Dynamic Diffusion Layer) be the input and output
differences. Let B, be the differential branch number and is
given by

P(DDL) = %g} (wt(Ax) + wt(DDL(Ax))) (6)

Definition 8. For any x e F)’, the upper bound for
circular shifts (Left or Right) in a dynamic diffusion layer for
an n-bit input word (x) is n-1.

4.2 Dynamic F-function
The top-level structure of the dynamic F-function is in

Fig. 2 (a).
16 3
5 ) ) 5

DDL

TV @

F-Function

(b)

Figure 2. (a) Dynamic F function; and (b) S-box transition.

The structure encompasses four 4-bit substitution boxes
arranged in a single row and a permutation layer employs XOR
operations with left, right, or mixed circular shifts based on
hamming weight, hence the name dynamic diffusion layer.

Let x=[x,x,,...x,] € F}', be the input to the dynamic
F-function. Where n=16 bits.

Equation 7 represents the iterative transformation applied
in the dynamic diffusion layer, where four successive XOR and
shift operations modify the input state.

The concatenated X serves as the output of the substitution
layer after processing input x. The DDL(X) is defined as
follows.

DDL(X)=X®XI®X2® X3® X4 @)
Where,

X1= X CEHW(X) >

X2=[X1CEHW(X]) ,
X3= X2 CEHW(X2)]
X4=[X3CEHW(X3)]-

The ideal branch number for a diffusion layer with four
branches could be five (Fig. 2 (b)).

Note: CE indicates the circular right or left shift and
exclusive-OR operation. The right or left circular shift depends
upon the hamming weight of the input.

The output of the dynamic F-function is as follows.

F = DDL(S(x)) (®)

Where S(x)=X, substitution layer output.

4.3 DDL-Operation

The dynamic diffusion layer accepts a 16-bit input and
performs four circular shifts (Left or Right or in combination)
and four XOR operations as detailed below:

* Let X =[x |lx, llxlx,]

*  Determine the hamming weight HW(X).

e Check HW(X) is odd or even.

* IfHW(X) is odd, perform X « HW(X), then
X1=X® (X < HW(X)). Or, it HW(X) is even,
perform X > HW(X)-1,
then X1=X® (X > HW(X)-1).

* Repeat steps ii—v four times to complete the DDL
transformation.

The dynamic diffusion layer applies four transformations,
each using a circular shift and XOR operation. Figure 3
illustrates this iterative process, ensuring full diffusion in four
steps.

For brevity, the process is illustrated step by step with the
following examples:

i x=0000 0000 0000 0001
ii. HW(x)= 1.

ii. HW(x) is odd.

iv. x = 0000 0000 0000 0001

@ x<<HW(x) = 0000 0000 0000 0010
x = 0000 0000 0000 0011
V. HW(x) = 2.
Vi. HW(x) is even.
x = 0000 0000 0000 0011
@ x>> HW(x)-1 = 1000 0000 0000 0001
x = 1000 0000 0000 0010
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Figure 3. DDL-flow Chart.

vii. HW(x) = 2.
viii. HW(x) is even.
x = 1000 0000 0000 0010
@ x>>HW(x)-1 =0100 0000 0000 0001
x=1100 0000 0000 0011
iX. HW(x) =4.
X. HW(x) is even.
x=1100 0000 0000 0011
@ x>>HW(x)-1=0111 1000 0000 0000
x=1011 1000 0000 0011

4.4 Implementation Strategy

Figure 4(a) (SLIM Implementation): SLIM encrypts/
decrypts by processing Li, Ri via substitution, Hamming
weight, XOR, and a 2:1 MUX for Ki application.

Figure 4(b) (LBC-IoT Implementation): This figure
represents the encryption/decryption process of LBC-IoT,
which follows a similar structure but includes two permutations
(P1, P2) and circular shift operations for improved diffusion.
The design ensures efficient key mixing and security against
cryptanalysis. The key schedule implementation remains
unchanged®®.

5. EVALUATION OF MODIFIED CIPHER MODELS
5.1 Security Analysis

Differential and linear characteristics were identified
using the branch-and-bound technique'®!® and empirically
validated. While not all input differences are listed due to
space constraints, the selected characteristics indicate strong
resistance to differential and linear attacks. Figure 2(b)
illustrates the S-box transition path through the Dynamic
F-function.
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Figure 4. Implementation strategy, (a) SLIM; and (b) LBC-IoT.

5.1.1 Modified SLIM

Theorem 1. Any three-round differential characteristics
of modified SLIM cipher exhibit at least seven active S-boxes.

Proof. Active S-boxes per round indicate resistance to
differential and linear attacks. Theorem 1 is proved using the
following procedure.

Let AP =AL_,||AR_, be the i" round input difference
characteristic with two segments concatenated. The procedure
counts active S-boxes by initializing the cipher with various
input variants.

Instantiation 1. Let AP, =0x00000x8000 be the
input difference to the cipher in the first iteration. Therefore,
AL, =0x0000 and AR, ,=0x8000. With an active bit in the right
half’s first nibble, a single active S-box (A1=1) emerges in the
first iteration. There will be A2=2 and A3=4 active S-boxes at
the end of the 2™ and 3" iterations. Thus, modified SLIM has
A1+A2+A3=1+2+4=7 active S-boxes over three iterations.
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Instantiation 2. Let AP, =0x0000 || 0x 0400 be the input
difference to the cipher in the first iteration. Therefore, AL,
,=0x0000 and AR, ,=0x0400. With an active bit in the right
half’s second nibble, a single active S-box (Al=1) emerges in
the first iteration. There will be A2=3 and A3=3 active S-boxes
at the end of the 2™ and 3rd iterations. Thus, modified SLIM
has A1+A2+A3=1+3+3=7 active S-boxes over three iterations.

Instantiation 3. Let AP, =0x00000x0020 be the
input difference to the cipher in the first iteration. Therefore,
AL, =0x0000 and AR, ,=0x0020. With an active bit in the right
half’s third nibble, a single active S-box (A1=1) emerges in the
first iteration. There will be A2=2 and A3=4 active S-boxes at
the end of the 2" and 3" iterations. Thus, modified SLIM has
A1+A2+A3=1+2+4=7 active S-boxes over three iterations.

Instantiation 4. Let AF =0x0001]/0x0000be the
input difference to the cipher in the first iteration. Therefore,
AL, =0x0001 and AR, ,=0x0000. Since the right half has no
active nibble, it results in zero active S-boxes (A1=0) at the
end of the first iteration. There will be A2=3 and A3=4 active
S-boxes at the end of the 2" and 3" iterations. Thus, modified
SLIM has A1+A2+A3=0+3+4=7 active S-boxes over three
iterations.

Experimental results show that the active S-box count
remains seven (7) across multiple input difference variants.
Thus, any three-round differential characteristic of the modified
SLIM cipher has at least seven active S-boxes, proving the
theorem.

Lemma 1. By Piling-Up-Lemma, the maximum
differential probability (MDP) of the 3-round modified cipher
SLIM having seven active S-boxes is equal to P, =(2%)"=2".

Lemma 2. The maximum differential probability of
the 32-round modified cipher SLIM having 32 x 7/3 is
B, =(27)32x7/3=27"%,

Theorem 2. Any three-round linear approximations of
modified SLIM cipher exhibit at least seven active S-boxes.

Proof: The active S-box count remains the same since
the differential branch number is the same as the linear branch
number V. Rijmen, et al. (1996)'C.

Hence the Theorem.

Lemma 3. By Piling-Up-Lemma (Matsui), the maximum
linear probability (MLP) of the 3-round modified cipher SLIM
with seven active S-boxes is P, =2""'x(27)"=2".

Lemma 4. The maxim linear probability of the 32-round
modified cipher SLIM having 32 x 7/3 active S-boxes is P, =2'"
Ix(2:8) =278,

The differential trails of modified SLIM are in Table 3 (a).

Theorem 3. The modified SLIM lightweight block cipher
resists an impossible differential attack beyond eight iterative
rounds.

Proof. The impossible differential characteristic
of a six-round modified SLIM with defined states is
00000000.-+000000t00. By  exploiting zero-probability
differentials, round subkey bits can be recovered. Unlike
differential cryptanalysis, this method eliminates incorrect keys
from the round-key list, leaving only the correct candidates for
the secret key. Since each S-box is 4-bit, four subkey bits must
be guessed per S-box. A six-round differential characteristic
has 14 active S-boxes, as any three-round characteristic of the
modified SLIM cipher contains at least seven active S-boxes.
The total subkey bits for 14 active S-boxes is 14 x 4 = 56. If
two additional rounds are included at the bottom or on top,
the number of subkey bits required to guess increases to 75
(8x7/3x4=75). To attack the cipher of eight rounds, the data
complexity required is 27, which is much more than the
available data. Hence, the theorem.

To summarize, the modified SLIM is safe against linear,
differential, and impossible differential attacks.

5.1.2  Modified LBC-1oT
Theorem 4. Any three-round differential characteristics of
modified LBC-IoT cipher exhibit at least eight active S-boxes

Proof. Let AP, =0x0000 || 0x8000 be the input difference
to the cipher in the first iteration. Therefore, AL, . =0x0000 and
AR, =0%8000.

To prove Theorem 3, we followed the procedure adopted
to prove Theorem 1. The differential trails of modified LBC-
IoT are in Table 3 (b).

Lemma 5. By Piling-Up-Lemma (Matsui,1993)", the
Maximum Differential Probability (MDP) of the 3-round
modified cipher LBC-IoT having eight active S-boxes is equal
to P, =(27)*=2""°.

Lemma 6. The maximum differential probability of the
32-round modified cipher LBC-IoT having 32 x 8/3 active
S-boxes is P, = (2‘2 R -m0s6

Theorem 5. Any three-round linear approximations of
modified LBC-IoT cipher exhibit at least eight active S-boxes.

Proof: The active S-box count remains the same since
the differential branch number is the same as the linear branch
number V. Rijmen et al. (1996)".

Hence the Theorem.

Lemma 7. By Piling-Up-Lemma (Matsui, 1993),
the Maximum Linear Probability (MLP) of the 3-round
modified cipher LBC-IoT with eight active S-boxes is
P3L228»1X(2-2)8:2»12.

Lemma 8. The maxim linear probability
of the 32-round cipher SLIM with eleven active
S-boxes is P =2""""x(2713)"1=2"122,

Theorem 6. The modified LBC-IoT lightweight block

cipher resists an impossible differential attack beyond seven
iterative rounds.
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Proof. The impossible differential characteristic
of a six-round modified LBC-IoT with defined states is
00000000.-+000.00000. By exploiting zero-probability
differentials, round subkey bits can be recovered.

Since each S-box is 4-bit, four subkey bits must be
guessed per S-box. A six-round differential characteristic
has 16 active S-boxes, as any three-round characteristic of
the modified LBC-IoT cipher contains at least seven active
S-boxes. The total subkey bits for 16 active S-boxes is
16x4=64. If one additional round is included at the bottom or
on top, the number of subkey bits required to guess increases
to 76 (7x8/3x4=75). To attack the cipher of eight rounds, the
data complexity required is 27°, which is much more than the
available data. Hence, the theorem.

To summarize, the modified LBC-IoT is safe against

Table 5. GE estimation details (SLIM & LBC-IoT)

linear, differential, and impossible differential attacks.

Table 3. Security evaluation results

Differential trails (SLIM)

Round L, R, Active S-box Remark
0 0x0000 0x8000 -
1 0x8000 0xEE00 1
2 0xEE00 0x22A2 2 4
3 0x22A2 0xE428 4
4 0xE428 0x0989 4
5 0x0989 0x---- 3
Differential trails (LBC-IoT)
Round L, R, Active S-box Remark
0 0x0000 0x8000 -
1 0x0400 0x2304 1 ¢
2 0x4822 0xA177 2
3 0x7C65 0xA48A 4
Table 4. Complexity in the AVR ATmega 328P platform
S:;ige d Metrics Attribute Total
Round key
Time complexity %lei;?:g; 223.43 us
Decryption
SLIM Flash memory
Space complexity =~ SRAM 1236 Bytes
EEPROM
Power Power 22.35 mW
Round key
Time complexity %iti;zgtii(;r; 241.27 ps
Decryption
LBC-IoT Flash memory
Space complexity =~ SRAM 1306 Bytes
EEPROM
Power Power 22.83 mW
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Component GE count Remark
32-bit register 32 x4.25=136 Input data state
Reg 1 (16-bit) 16 x 4.25 =68 Intermediate state
Reg 2 (16-bit) 16 x 4.25 =68 Intermediate state
XOR 5x75=375 4-bit and 16-bit
MUX 2x225=45 Elé:)gult Zilgcl{ieognzto
Substitution 1x13=13 Input side
Count;r and . 15 To accon}modate
hamming weight control signals
Total GE 342

The branch-and-bound technique identifies high-

probability differential characteristics. MILP verification adds
insights, but selected trails are experimentally validated as
optimal.

4.2 Resource Efficiency

The AVR ATmega328P microcontroller, based on the AVR
(Alf and Vegard’s RISC) architecture, was used to evaluate the
performance of the modified model ciphers.

Table 5 presents the estimated areca for the modified
encryption/decryption schedules of the SLIM and LBC-IoT
ciphers.

4.3 Flexibility and Scalability

The proposed Dynamic F-function ensures flexibility
without requiring variable block or user key sizes, as its
dynamic diffusion layer maintains security. Additionally, its
use of multiplication and division increases complexity.

Table 6 shows that after 12 rounds, security improves
significantly, with the Dynamic F-function increasing active
S-boxes while maintaining efficiency at a 7.5 % resource cost.
The modified SLIM and LBC-IoT ciphers exhibit 75 % and 60
% more active S-boxes, respectively, enhancing resistance to
differential and linear attacks while reducing iterative rounds.
The added algebraic complexity further strengthens security
by making key recovery more difficult.

Performance evaluation on the AVR ATmega328P
platform confirms that these security gains require only a
7.5 % increase in resource usage, which remains practical for
constrained environments. Unlike PRESENT*, SIMON", and
GIFT?, the Dynamic F-function employs adaptive Hamming
weight-based permutation, achieving stronger security with
fewer rounds while ensuring IoT efficiency.

5. CONCLUSION

This article introduces a Dynamic F-function to enhance
security and efficiency in lightweight block ciphers for
resource-constrained I[oT systems. It leverages Hamming
weight-based transformations to improve diffusion and reduce
iterative rounds without sacrificing security strength. Integrated
into SLIM and LBC-IoT, the modified F-function increases
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Table 6. Comparative analysis of original and modified SLIM and LBC-IoT ciphers

Parameter Cipher
SLIM LBC-loT
. . Rounds
Old Modified Old Modified

MDP MLP MDP MLP MDP MLP MDP MLP

2-10 2-6 2-14 2-8 2-8 2-5 2-16 2»9 3

2-20 2-11 2-28 2-15 2-16 2-9 2-32 2»17 6

2-30 2-16 2-42 2-22 2-24 2-13 2-48 2-25 9

2-40 2-21 2-56 2-29 2-32 2-1 7 2-64 2-33 1 2

2-50 2-26 2-70 2-36 2-40 2-21 2-80 2-41 1 5
Security 560 Pl 584 )43 48 925 996 249 18

2-70 2-36 2-98 2-50 2-56 2-29 2-] 12 2-57 2 1

2—80 2—41 2—1 12 2—57 2-64 2—33 2—128 2—65 24

2—90 2—46 2—]26 2—64 2—72 2—37 2—134 2—73 27

2—100 2—51 2—]40 2—71 2—8() 2—4| 2—160 2—81 30

2- 106 2-54 2»] 49 2-78 2—85 2-44 2- 170 2»86 32
Resource ASIC Key schfedule 710.25 GE 710.25 GE 710.25 GE 710.25 GE No changf.: .
0.13 um Encryption 3185 GE 342 314 342 7.5% adqltlonal

Schedule area required
. 7 5 8

Active S-boxes 3 rounds

75 % increment

60 % increment

active S-boxes, lowers differential and linear probabilities, and
strengthens resistance to cryptanalytic attacks. Performance
evaluation confirms these gains with minimal computational
overhead, ensuring suitability for real-time applications. The
Dynamic F-function strengthens LBCs and informs future
designs.
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