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ABSTRACT

We consider the security of wireless sensor network (WSN) data over Nakagami — m fading channels at the
physical layer. A WSN in which the fusion center performs selection diversity has been considered for better quality
reception. The links between the WSN node and fusion center are assumed to follow Nakagami-m fading distribution.
Closed-form expressions for secrecy outage probability (SOP) are derived, and it is established that SOP analysis
also leads to the analysis of the existence of secrecy as a special case of SOP. The analytical expressions have been
validated through results from simulations. The analysis is valid for all positive real values of the fading parameter,
m. The limits on the signal-to-noise ratio can be obtained to secure the transmitted data against eavesdropping with
the required SOP and secrecy rate using the analysis presented in this paper.
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1. INTRODUCTION

Wireless Sensor Networks (WSN) have data collection
and surveillance applications in hard areas with limited human
intervention due to geographical and environmental limitations
like hilly and high-altitude terrains, forests, and conditions like
natural disasters. Any wireless data transmission is prone to
intruders, and a WSN is no exception. This risk from intruders
is due to the broadcast nature of wireless transmissions. Any
eavesdropper in reach of the transmitter’s coverage area
(near the fusion center of the WSN) can misuse the received
signal. The presence of such eavesdroppers is challenging to
detect, being passive. The notion of Physical Layer Security
(PLS) ensures the secrecy of wireless data transmission.
Wyner first proposed the idea of PLS for transmissions over
wiretap channels!. In the literature, authors have used different
transmission schemes and system models that improve the
security of wireless data transmissions from being tapped by
eavesdroppers®”. The Probability of Positive Secrecy (PEPS)
and Secrecy Outage Probability (SOP) are the two metrics to
evaluate the secrecy performance of wirelessly transmitted
data.

With the advancement of computer technology,
eavesdroppers are also becoming more capable of putting
wireless transmission security at risk. The authors have
considered various scenarios for the analysis of PLS and reported
results. These scenarios include multi-antenna eavesdroppers,
classical and generalized fading channels, independent and
identically distributed (i.i.d.) fading channels, correlated
fading channels, etc. Yang?®, et al. reported an analysis of PEPS
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and SOP of multiple input multiple output (MIMO) wiretap
channels over i.i.d Nakagami— m channels with transmit
antenna selection (TAS) based transmission. However, the
presented study is limited to integer values of arriving clusters,
i.e., m. Using Generalized Selection Combining (GSC), the
SOP was examined for MIMO? and receiver diversity* based
underlay cognitive radio network (CRN) over i.i.d. Nakagami—
m faded links. Moreover, in 2, the authors investigated SOP
for considering a system with noise-limited conditions and
interference-limited conditions with maximal ratio combining
(MRC) over Nakagami — m channels having integer values of
the fading parameter, m?.

Furthermore, the SOP for TAS/MRC systems for high SNR
regimes over correlated links with Nakagami — m distributed
channels have been analyzed®, but the investigation is limited
to integer values of fading parameters only. The expressions
of lower bound on SOP and PEPS for the MRC diversity
scheme over Nakagami — m links with all positive real values
of fading parameter m are derived’. To our knowledge, the
literature does not report expressions for SOP and PEPS for the
selection diversity scheme over Nakagami — m fading channels
for all positive real values of fading parameter m. Further, the
research also presents discussions on the importance of secrecy
at the physical layer with insights into tactical applications and
the secret sharing of keys®®. Recently, the security aspects of
the wireless transfer of sensor data from aircraft to the ground
have been reported'®.

In this paper, we consider a system where a transmitter
sends confidential information to an authorised user, and an
unauthorised user is eavesdropping on the information in a
wireless environment. To model the wireless environment, we
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consider a multipath scenario such that the channel coefficients

of all the links follow the Nakagami — m distribution. Although

the authors consider this scenario?, the results apply only to
fading conditions with integer values of m. The classical
fading channels like one-sided Gaussian, Hoyt, Rayleigh,

Rician, etc., can be modelled using Nakagami— m fading

model''. Table 1 summarises the relation between various

fading models and Nakagami — m distribution where, g and

K are the fading parameters of Hoyt distribution and Rician

distribution, respectively. From Table. 1, it is observed that the

parameter m may or may not have an integer value, especially
for Hoyt fading and/or Rician fading. Therefore, it is necessary
to consider an analysis of SOP with non-integer values of
parameter m. Further, this analysis helps to find the limits on the
signal-to-noise ratio (SNR) at the receiver to achieve security
of the transmitted data against eavesdropping with the required

SOP and secrecy rate. Alternatively, given the received SNR

and the required secrecy rate, the SOP can be obtained, and the

transmission can be momentarily stopped till the SOP is below
the required level.

Hence, the analysis presented in this work can analyse
secrecy performance in both the line of sight (LOS) and
non-LOS conditions. The contributions of this work are as
follows:

*  We derive the expression of SOP in closed form for
independent and nonidentically distributed (i.n.i.d.)
Nakagami— m links.

*  All positive real values (integer + non-integers) of m
(fading parameter) are considered for the first time.

*  This work presents closed-form expressions for SOP and
PEPS for selection diversity schemes.

Table 1. Relation of Nakagami — m distribution with well-
known distributions!
Distribution Value of m
One-sided Gaussian 0.5
Rayleigh 1
(1+4q%)?
Hoyt T2 +2¢Y
2
Rician = 7(1 +K)
1+ 2K

2. SYSTEM MODEL

This work considers that a sensor node communicates
with a fusion center to transmit a sensed parameter value
over a wireless channel. Let us assume the scenario where an
eavesdropper is attempting to intercept the data transmitted
from the sensor. Now onwards, the fusion center is referred
to as a legitimate user, i.e., the user for which the data is
transmitted. Let all the channel coefficients follow Nakagami —
m fading distribution. The sensor node transmitter has a single
antenna, while the fusion center receiver and eavesdropper are
assumed to have N, and N, number of antennas, respectively.
Let the fusion center receiver and the eavesdropper have perfect
knowledge of the channel coefficients of the corresponding
links. The probability density function (PDF) of signal to noise
ratio (SNR) at the receiver can be given as!!"'%:

Py() = Teme 3320 (1)
And the cumulative distribution function (CDF) of the
received SNR can be given as''""2
R0 =2m5) x>0 @)
where, m is the fading parameter for the Nakagami — m
distribution, I'(.) is the Gamma function, and v, (...) is the
lower incomplete Gamma function.

2.1 Selection Diversity Scheme

Since it is considered that the legitimate user and the
eavesdropper have multiple antennas, let both of them use
selection diversity. The instantaneous SNR after selection
diversity can be given as ¥ = Max¥i , where L is the number
of antennas at the receiver, i.e., L = Nr and L = Ne for the
legitimate user and the eavesdropper, respectively. For i.n.i.d.
Nakagami — m fading channels, the PDF of received SNR after

selection diversity can be given by:

psC(x) = By B (0py, () 3)
where, p, (x) can be obtained from (1) and ™" (x) is provided
by the product

B 000 = Tl B, ()

JEI!

with F,,(x) being the CDF of received SNR of the j™ branch
and can be obtained using (2).

3. SECRECY PERFORMANCE METRICS
We derive expressions for SOP and PEPS for the selection
diversity scheme in this section.

3.1 SOP

When the channel capacity of the legitimate user is
R more than that of the eavesdropper, the system is said to
have a secrecy capacity of R Thus, when the difference in
instantaneous channel capa01ty of the legitimate user and the
cavesdropper is below some threshold, say R , the system is in
a secrecy outage. So, SOP can be represented as*'*:

Cout(Rs) = P(yy < 2Rsyg) “)
Further, Pz = P(yy < 2Rsyg), which is a tight lower bound,
can be evaluated as

Pp = fooo Pye(VE) FyM(ZRSyE)dyE (5)
3.2 PEPS

The system is said to achieve secrecy when the secrecy
capacity is positive, i.e., C,> C,, where, CM/E is the channel
capacity of the main/eavesdropper link. PEPS is defined as the
probability of positive secrecy capacity. PEPS can be evaluated
asS, 13:

Pex = fom Pyy (x)FyE(x) dx (6)

From (5) and (6), PEPS and SOP can be related as
P,=1-P,, evaluated at R =0. Thus, PEPS can be obtained from
the expression of SOP, and it is sufficient to analyse the systems
only for SOP.
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4. SOP ANALYSIS

As detailed in Appendix, the expression for SOP is
obtained using the PDF of SNR at the eavesdropper and the
CDF of SNR at the legitimate user in (5) as:

mlmlz sWp

m fmaoRs m;+1
Pi§ = Tl Xz 2 (R22) 7 x
i 1I“(m )_m it Wp j=1 I“(mj)

Ym
Ne my™k” 1(mk)mk+ 2]
k=1"r@m)

~*r(P) X F, (cp; 1,1,,1;my +1,m, +

k#i Np+Ne—1
m12RS mZZRS my. 2Rs m; m; my
(mNT+NE 1+1) yo—— e e e,
Ym@ Ym® YE©® Vg0 YEB
(7
where,
A=mi+yP+w,
2m;+ w2Rs
Y = (+§+ — )
2¥g 27y
Y= Zk 1My —
k#i k+#i
_1gn,
Wp —521=1 y W = Z] 1My
O=Y+- Z] 1y k 1_ :
N, mj;+1 mk+1
P=A+%T,— + ¥ —,
k¢z
and
. mp
my = —

2
Lauricella Hypergeometric function, F, in the above
expression can be evaluated using (26) of Ref'.

5. RESULTS AND DISCUSSIONS

In this section, the expressions derived for SOP are
validated through simulations. We consider the same system
model as that discussed in Section 2 for performing simulations.
Different fading conditions are considered to verify the secrecy
performance of WSNs in the presence of an eavesdropper.

Figure 1 shows the variation in SOP by varying the
average SNR at the legitimate user for the selection diversity

10°G

mp=1my =1

=0.1)
>

SOP(R

mg=1my = 3\)

Analytical
O Simulation

L L I I L I I L

0 2 4 6 8 10 12 14 16 18 20
Average SNR (dB) of legitimate user

Figure 1. SOP of selection diversity scheme m, for various
values of m, and m .
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system. The results are shown for different integer values of
fading parameters of the main link and eavesdropper link.
For simulation results, we have considered N=N=2 and
N = 1. The results are observed by varying the fading parameter

values my;, and my,, for a fixed value of Mg, and mg,. We
notice that as the value of fading parameter m,, increases, the
SOP decreases. Moreover, we also see the effect on SOP by
varying m, for a fixed value of m,, =2, Le., My,=MmMy,= 1.
It can be observed that the SOP performance of the selection
diversity system improves by increasing the values of m,, and
m,.

! In Fig. 2, we considered non-integer and non-identical
values of fading parameters of the main link and eavesdropper
links. The results are shown for 1x2 selection diversity system
with non-integer fading parameter and i.n.i.d. Nakagami — m
fading channels. It can be observed that the SOP performance
improves as the value of the sum fading parameter of the
main link increases. Moreover, at lower values of SNR of
the legitimate user, the SOP performance degrades as the
sum fading parameter of the eavesdropper link increases. At
higher SNR values, the system’s SOP performance is mainly
dominated by the fading parameters of the main channel.

Analytical
O  Simulation

myn = mg; = 0.5,
marz = mps = 0.7

Cliﬂ myn = 1.2, mpre = 0.7,

o 101 mg; = 0.5, mgy = 0.7 4
a

o]

» map = 0.7, myps = 1.5,

mpg1 = 1.2,7)1[;2 =15

my =mp; = 1.2,
myp = mpo = 1.5
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Figure 2. SOP of selection diversity scheme for various values
of m,and m,,.

Figure 3 depicts the variation in PEPS with respect to the
average SNR at the intended user for 1x2 selection diversity
system with integer and non-integer fading parameters. From
these results, it can be observed that at lower values of the
average SNR of a legitimate user, the value of PEPS decreases
significantly by increasing the values of m,. To demonstrate
the variation of PEPS with increasing the values of m, and to
relate it with the variation in SOP, we plot the SOP and PEPS
results for SNR values of 5 dB, 10 dB, and 15 dB by varying
m, from 1 to 10 for a fixed value of m,, =1 and R =0.2. It is
observed from Fig. 4 that the PEPS (SOP) increases slightly
(decreases) with an increase in the values of m, at 15 dB
SNR, while the opposite trend is observed at 5 dB SNR. At
10 dB SNR, the trend reversal is observed, i.e. SOP increases
slightly in the beginning with an increase in the values of m,
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Figure 3. PEPS of selection diversity scheme for various values

of m, and m,,.

10° . : . i . , 3 .
e —— — — —
e L. L6 S S ok
%) SOP, SNR=5dB
1T —+— SOP, SNR=10d8
e —©&—SOP, SNR=15dB
& — & —PEPS, SNR=5d8
%) — + —PEPS, SNR=10dB
— — —PEPS, SNR=15dB
¢
N
N\
AN
L (o)
10 ~o 4
i
Ty
1 1 ! ‘fu)_—_o—"‘"e——-m—__m
1 2 3 4 5 6 7 8 9 10

mg

Figure 4. Variation of PEPS and SOP with varying m, for
various SNR values

and then starts decreasing; similarly, PEPS decreases slightly
in the beginning with an increase in the values of m, and
then starts increasing. Thus, SOP and PEPS performances
are better with smaller values of m, at low SNR conditions,
while these performances are better with larger values of m,
at high SNR conditions. This behavior can be explained as
follows. At higher SNR values, the performance limitations are
dominated by the channel statistics as the noise levels are too
low compared to the signal power. According to the Nakagami
— m distribution, the channel variability reduces for higher
values of m, which results in degradation of capacity and the
advantage of selection diversity reduces at the eavesdropper. A
similar observation is reported for the Hoyt fading scenario'®
and k-p fading scenario'”. Further, at the lower SNR values, the
performance dominates due to noise and the channel variability
remains intact, hence the benefit of selection diversity at the
eavesdropper.

The SOP performance results have been plotted for
different values of R_in Fig. 5. For the results shown in Fig. 5;
we consider 1x2 selection diversity system, m, =1, and m,, =1
As expected, the SOP increases with an increase in the value
of R.

Based on the observations and the results, the minimum
required SNR at the receiver can be obtained for the required
secrecy performance parameters. For example, if the system
has to operate at an SOP of required SOP<0.1 with R=0.5
the minimum required average SNR to be maintained at the
legitimate receiver is =& 18dB as observed from Fig. 5.

109
o
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R,=0.1,0.3,0.5, 0.7
107}
D
Analytical )
O  Simulation D
b
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Figure 5. SOP of selection diversity scheme for different values
of R
s

6. CONCLUSIONS

The analysis of PLS has been presented in this paper
considering the selection diversity scheme at the receiver in
WSN. We derived the expressions of SOP for selection diversity
system with independent Nakagami — m fading channels. We
verified the results obtained from analytical expressions through
extensive MATLAB simulations. The derived expressions
are valid for both i.i.d and i.n.i.d Nakagami — m distributed
links with real values of the parameter m. The results show
that the SOP performance improves with an increase in the
fading parameter of the main link. Also, a close agreement is
observed between the simulation and analytical results of SOP
and PEPS.
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APPENDIX

We obtain the CDF of SNR after selection diversity at the
receiver using (2) and (3) as
m
¥y

Fra () = H?’LW ®)

while the PDF of SNR after selection diversity at the
eavesdropper can be given by

Yinc

my
sc _ e mMix™iTt mj,m;—1 Ne Vmc(mkﬁ)
Pye (X) - 2l 1 r(m; Wi Ty € VE Hllccii r(mg) 9
To solve the integral using (8) and (9) in (5), we represent
the incomplete Gamma function in the form of Whittacker
M-function as':

1 S°tox
Vine($,%) = <Xz ez Ms—15(x) (10)
2 2

where, M,,,,(x) is Whittacker M-function.
Using the above representation of incomplete Gamma

function, (8) and (9) can be expressed as

mi-1 —m.x
(22" T
Ym

FySC(x) — H r

Minj-1m,; (g) (11)
> M

2 2

—mix

N, mimixml 1 —
xX) =), ——=e YE
p}’E( ) 2l=1 F(mi)VEml

mp—1 —-mpx

mkx 2 e 2vg
mgx
—Mmk 1mk h—
myI’(my) 2 2

X [Te

k=+i

(12)

YE

Now, using (11) and (12) in (5), SOP for selection diversity
systems over Nakagami-m fading channels can be evaluated

as:
mg—1 -mypx

mpx () oo

SC _ [@yNe mMix™i = VE
= ——m e YE X
5 = Jy Zid Lrmyg™ Hki myl (my)
mj-1 _m px
2Rsyx ]2 ]_ZRS
(]_—) e 2¥m
myx N Ym
Mmk 1_k( )XH];1 mF(m)
2 2 E J J
m; i2Rsx
X Mm;-1m; — dx 13
J ] y (13)
2 2 M

Further, through the rearrangement of constants for
suitable mathematical simplifications, the above expression

can be simplified to represent the expressio3n of SOP as:
e
J
Nr mj 2
= r(my)

N m; mistwp

SC _
PLB Zi 1

rm)vg" ity Wp HNe F(m"")
k:tlka
m;2Rsx
x [ xAt "‘Y]'[NT Mmj-1m; [——) x
0 _J %
2 "2 M
2y Mimg-1 my (";"x) dx (14)
E

k¢t z 2

An expression for the SOP of selection diversity systems
can be obtained by using 7.622.3 of Ref' to solve the integral
in (14). So, the expression for SOP is obtained as (7).
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