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ABSTRACT

Physical layer security (PLS) has evolved to be a pivotal technique in ensuring secure wireless communication.
This paper presents a comprehensive analysis of the recent developments in physical layer secret key generation
(PLSKG). The principle, procedure, techniques and performance metricesare investigated for PLSKG between a pair
of users (PSKGQG) and for a group of users (GSKG). In this paper, a detailed comparison of the various parameters
and techniques employed in different stages of key generation such as, channel probing, quantisation, encoding,
information reconciliation (IR) and privacy amplification (PA) are provided. Apart from this, a comparison of
bit disagreement rate, bit generation rate and approximate entropy is also presented. The work identifies PSKG
and GSKG schemes which are practically realizable and also provides a discussion on the test bed employed for
realising various PLSKG schemes. Moreover, a discussion on the research challenges in the area of PLSKG is also

provided for future research.
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1. INTRODUCTION

With the progress of wireless networking, huge amount
of data exchange takes place over the wireless medium.
However, because of the inherent broadcast nature of the
wireless medium, the intruder can eavesdrop or jam the
legitimate channel with ease, if the intruder is present within
the communication range of the legitimate transceivers. This
concern for wireless security can be resolved by the algorithms
developed for ensuring security of the physical layer. Unlike
the traditional cryptographic techniques, which the intruder
can easily decrypt with the help of adequate computational
power, PLS schemes cannot be exploited with ease even with
the backup of enormous computational power, as PLS schemes
leverage temporal variation and reciprocity property of the
wireless channel to generate shared secret keys. To generate
shared secret keys, channel probing, quantisation, encoding, IR
and PA stages are carried out separately at both the transmitter
and receiver.

The intrinsic broadcast nature of the wireless transmission
medium exposes the information to several passive attacks
such as traffic analysis, eavesdropping and active attacks
such as jamming, man in the middle attack. Conventional
cryptographic methods such as Diffiehellman key exchange
(DHKE) and discrete logarithm' involves complex
mathematical computations which the adversary may not be
able to perform with ease, as the time involved in cracking
the secret code could be much higher than the data validity.
However, in future, the security provided by such schemes could
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be cracked because of the development of quantum computers.
Moreover, traditional schemes will not hold long because of
the complex key management infrastructure requirement.
Yet another innovative idea is quantum cryptography? which
does not use public key, instead, the technique rely on the laws
of quantum theory, such as Heisenberg’s uncertainty principle
for secret sharing between two end points. However, the
technique is very expensive and rare.

The concept of PLS*? has emerged as an alternative to
traditional crypto schemes and there is a flurry of research
in this area. Key principles involved in PLSKG are, channel
reciprocity, temporal variations, and spatial variations.
Channel reciprocity indicates that the effect of multipath as
well as fading on both ends of the same link are identical.
Temporal variations® are introduced as a result of the mobility
of transmitter, receiver or any object in the surrounding. Spatial
correlation means that the channel between two distinct nodes
will be unique and an adversary at a third location experiences
uncorrelated channel. Therefore, adversary may not be able to
obtain the same channel state information (CSI) as legitimate
nodes resulting in distinct keys for the legitimate pair and
adversary.

The basic system model for PSKG is illustrated in Fig. 1.
According to a comparison performed between elliptic curve
based DHKE’ and PLSKG*!? in terms of energy consumption
and resources, PLSKG proves efficient. Moreover, in the
upcoming 5G technologies, the complex key management
architecture of traditional cryptographic techniques may not
be feasible. In massive, decentralised and low-cost network
systems such as [oT, the PLSKG schemes are feasible. PLSKG
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Figure 1. Basic PSKG model. X and h_denotes the probe
signal and channel measurements of Alice. X, and h
denotes the probe signal and channel measurements
of Bob. h_, h, represents the channel measurements
of Eve.

has great practical appeal as it is highly beneficial for resource

constrained large scale wireless networks because it simplifies

the secret sharing process. Cyber physical systems, vehicular

Ad Hoc networks, wireless local area networks, wireless sensor

networks are some of the areas where PLS techniques can be

applied. In this paper, a systematic investigation of the recent

PLS schemes for a group of users termed as group secret key

generation (GSKG) and between a pair of users termed as pair

secret key generation (PSKGQG) is carried out. Fig. 2 depicts

a classification of the various security schemes for wireless

networks. The coloured blocks are discussed in detail in this

paper.
Major highlights of our work are as follows,

*  Provides recent developments in the area of PSKG and
GSKG.

*  Identifies the widely employed parameters and methods
for PLSKG.

*  Provides an analysis of various performance benchmarks
such as approximate entropy (AE), bit generation rate
(BGR) and bit mismatch rate (BMR).

*  Identifies the PSKG and GSKG techniques which are
practically feasible and describes the testbed employed
for realising the techniques.
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2. SECRET KEY GENERATION

PLSKG entail five stages at both the transceivers to
generate shared secret keys as illustrated in Fig. 3 and they are
channel sounding, quantisation, encoding, public discussion/
IR and PA. In Fig. 3, the most commonly employed techniques
are provided as an example. However, various other recent
PLSKG schemes are discussed in detail in other sections.

(i) Channel sounding: Channel sounding' is the technique
by which peers involved in wireless transmission and reception
assess the channel by means of transmitting symbols referred
to as pilot symbols. Received signal strength indicator (RSSI),
channel impulse response (CIR), channel frequency response
(CFR) are some of the examples.

*  Pre-processing

The channel measurements are impaired by several
discrepancies which are processed by various methods such as
PCA, DWT, DCT. The noisy channel measurements on direct
quantisation yields distinct keys at the transceivers resulting in
failure of the PLSKG system.

(it) Quantisation and encoding : The randomness at both
the transceivers are utilised for quantisation by converting it
into bit streams appropriate for key generation. Increasing
quantisation'? bit number increases the BDR, thereby reducing
the algorithm performance. To address this concern, every
value which are quantised uniformly are encoded with ‘nencod’
bits. Uniform multilevel quantisation (UMQ) and CDF based
quantisation (CDF) are discussed below as an example.

e UMQ scheme

The maximum ‘max’ and minimum ‘min’ value of the
input channel measurements are identified. Threshold ‘thr’ is
computed as given in Eqn (1).

(M

hr = min+ ,[M}

level

where, 1<i</evel —1

Therefore, the input channel measurements are quantised
into the bins given below,
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Figure 2. Classification of security schemes for wireless networks.
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3. COMPARISON OF PSKG AND

GSKG SCHEMES

In this section, recent PSKG and GSKG
schemes are discussed. The classification is
based on topology, attack type, channel
parameter, pre-processing, quantisation, IR and
PA. In real time scenarios, adversary might not
justalways rely on passive attacks. With the rapid
advancements in technology, it is also possible
for the adversary to initiate active attacks.
Unlike passive attacks, active attacks modify
content of the message being communicated
and leads to failure of the PLSKG system.
Most of the works rely on RSSI for PLSKG
as it is readily available. However, there exist
various other channel parameters having the

potential to render sufficient randomness for
generating shared keys'>. In highly noisy
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Figure 3. Secret key generation. Here, P, P denotes the probe signals of Alice
and Bob. Q,, Q, are the quantised signals. S, S, denotes the encoded

signals of Alice and Bob.

e CDF scheme
Find out the CDF of the pre-processed channel
measurements as given in Eqn. (2)

thr. = F™' ! 2
! (level j @

Where 1<i</evel -1
Therefore, the input channel measurements are quantised
into the bins given below,

[F'(0), thr ], [thr, thr], [thr, . F'(1)]

(iii) Information reconciliation: IR stage is carried out
to correct the mismatches existing in the intial key sequence
generated after quantisation and encoding stage. Some of the
IR algorithms are interactive cascade protocol, secure sketch.
For example, in interactive cascade reconciliation, the initial
key sequence of Alice and Bob is divided into various blocks.
Further, the parity of each block pair is checked to identify
the positions where the bits are mismatched and the errors are
corrected.

(iv) Privacy amplification: During the IR stage, some
amount of information will be leaked to the adversary. The
shared bit sequences also consist of high correlation due to pre-
processing and encoding. Therefore, it is essential to employ
PA' to ensure sufficient randomness. Examples are universal
hash function, message digest 5 (MD5).

v
ALICE's plain text

employed in PLSKG to enhance correlation
among channel measurements by reducing
noise thereby increasing the chances of
successful key generation. The above mentioned
challenges motivated us to investigate more in
this area.

3.1 Secret Key Generation between a Pair of Users

Peng'S, et al. proposed the loop-back (LB-TDD) scheme
consisting of multiple frequency bands for TDD to alleviate
the effect of phase offset errors and hardware finger print
impairments. Practically, an average KDR 0f 0.0039 and 0.0079
are obtained in Line of sight (LOS) and Non line of sight (NLOS)
scenarios with LB-TDD scheme. In contrast to classical TDD
scheme, LB-TDD scheme renders better performance interms
of KDR and KGR. However, the KGR performance is less
in LOS for both classical TDD and LB-TDD as the effect of
multipath is not prominent in LOS scenarios compared to
NLOS. When the channel is less random, the adversary might
initiate dictionary attack and decode the low entropy secret key.
Therefore, in LB-TDD scheme, AE test is analysed before PA
and a p value of 0.0832 is obtained for a down sample factor
of 16. As the down sample factor increases, less correlated sub
carriers are selected, which are useful for randomness but the
KGR will be very low. For LB-TDD scheme, a KGR of ~1.6
and slightly greater than 1.6 is obtained for LOS and NLOS
scenarios compared to classical TDD. Optimisation of the LB-
TDD scheme is therefore essential.

Li", et al. proposed a pre-processing scheme based
on principal component analysis (PCA) in which, certain
dominant principal components are selected for reconstructing
the signal. PCA scheme outperforms Haar wavelet, discrete
cosine transform (DCT) and direct (without pre-processing)
schemes with a KER less than 0.001at 4 dB SNR. For the same
SNR, KER of DCT scheme is close to PCA with ~ 0.001 but
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with a performance loss of 1dB. By ensuring that KER is less
than 103, KGR for all these schemes are investigated and PCA
scheme achieves highest KGR of ~1 with a performance gain of
2dB compared to DCT scheme. AE test is performed before PA
stage by averaging the p values of bit sequences. PCA scheme
outperforms all other schemes with a p value of 0.5004. Prior
works on PSKG techniques, especially for LoRa!® networks
focus only on short range communications. In most of the
practical scenarios such as vehicular communications, short
range results may not be applicable. Hence, Zhang', et al.
proposed a PSKG scheme for low power WAN’s with long
range communication ability. Due to large variations in RSSI,
differential quantisation is employed. Pearson correlation
coefficients (PCC) of 0.9582 and 0.9689 are obtained for
outdoor and indoor scenarios respectively. However, the
generated keys have very low randomness. For both scenarios,
every differential comparison generates a KGR less than or
equal to 1 bit per measurement.

Epiphaniou®, et al. proposed a channel gain complement
(CGC) scheme for non-reciprocity compensation. There are
certain limitations in this work, cascade reconciliation will
not work for topologies involving time critical elements and
not all IoT devices are equipped with multiple antennas.
Hence, practical feasibility is limited. Even though many SKG
algorithms are proposed, they lack robustness and the rate of
bit mismatch is high. Future work focusses on investigation
of turbo error reconciliation especially in the area of Social
Internet of Things (SIoT). Proposed scheme outperforms
indexing scheme by generating 35 keys per minute for a key
length of 128. For AE test, p values in the range of 0.85 to
0.97 bits are achieved per sample. Patwari?!, et al. proposed
a fractional interpolation scheme in which, no two directional
measurements are simultaneously measured, while Karhunen
Loeve (KL) decorrelation transformation produces uncorrelated
components of the original channel measurements. Moreover,
they also provide a theoretical framework for designing
systems with low bit disagreement probability and the scheme
does not take into account IR and PA. This scheme renders a
correlation coefficient of 0.9965 and BDR of 0.022. Improving
the distributional assumptions by employing HRUBE to other
radio channel measurement modes constitute the future scope.

Key generation in stationary environments is a highly
challenging task, mainly due to the lack of randomness in such
environments. Therefore, Cheng?, et al. proposed a moving
window scheme for tackling this issue. In the proposed
scheme, phase of the probe signal is randomised with stochastic
coefficients. Further, a moving window is employed which sums
the channel estimates in the windows producing completely
new observations with remarkable fluctuations. The obtained
measurements are quantised using adaptive equal probability
quantisation (AEPQ). The proposed scheme outperforms
single bit (SBQA) and multiple bit (MBQA) schemes for
both indoor and outdoor scenarios with a BMR of 0.0101 and
0.0407 respectively. Aldaghri and Mahdavifar®, proposed
the idea of inducing randomness in channel measurements
collected from static or very slow fading channels to ensure
fast SKG. As the measurements collected from static channels
are highly correlated, low KGR is rendered and therefore, Alice

548

and Bob produce a certain number of random bits which they
map to QAM symbols and share via public wireless channel.
In low power networks such as [oT, where enabling SKG with
low complexity architecture is a challenging task, the method
proposed proves helpful. Future work constitutes designing
protocols resistant to attacks by eavesdropper even when Eve
has partial/full CSI. For static channel, a BMR of 0.11 and for
dynamic channel, a BMR of 0.24 is obtained for the Alice-Bob
link. AE test rendered a p value of 0.5803 and 0.1772 for static
and dynamic channels respectively. The scheme produced a
high BGR of 64-96 bits per packet.

Ambekar?, et al. employs a curve fitting based pre-
processing (CFKG) scheme to enhance reciprocity of the
collected RSSI measurements which is then quantised using
adaptive quantisation technique. The proposed scheme can be
employed for securing mobile Ad Hoc networks. The CFKG
scheme produces a BDR of 0.0302 with an average KGR of
3.39 bits per second. In indoor scenario, a p value of 0.96 is
rendered while in outdoor scenario, p value varies depending
on the location chosen, with a maximum of 0.82 and minimum
of 0.06.Mathur®, et al. translated foregoing information-
theoretic ideas into practically feasible protocols and developed
a novel secret key extraction algorithm which does not require
an authenticated channel. Moreover, a technique to cope with
active spoofing attack is developed in which, Eve impersonating
as Alice or Bob gets detected, as some of the shared secret bits
are used for data-origin authentication. Through the proposed
scheme, man in the middle attack can also be combated to an
extend.

Two schemes are developed, one is based on RSSI which
renders an average secret bit rate of 1.3 bits/second while
the second scheme based on CIR renders an average secret
bit rate of 1.28b/s in static and 1.17b/s in mobile scenarios
respectively. BDR of 0.1198 and BGR of 1.936 bits per second
are provided by the scheme. For accurate measurements of
the channel, an antenna and a dedicated set of hardware is
required which increases the complexity and cost of the
system. Therefore, Ambekar?, et al. proposed a scheme called
key generation from enhanced channel reciprocity (KGECR),
in which the RSSI measurements are pre-processed using //
norm minimisation. KGECR scheme renders an average BDR
of 0.045 and constant key generation with a rate of 3.41 bits
per second as the quantisation scheme employed is lossless.

The AE test results are same as CFKG scheme with a p
value of 0.96 for indoor and a maximum of 0.82 and minimum
0f 0.06 in outdoor.

Premnath?’, et al. proposed an iterative distillation stage
between quantisation and IR to pre-process the measurements.
In the proposed work, predictable channel attack is investigated
using RSSI in which, the adversary initiates planned mobility
resulting in desired and easily predictable channel fluctuations
between Alice and Bobwhen the environment is static.
In multiple bit extraction scheme from a single RSS, the
maximum entropy value obtained in stationary environment is
0.56, mobile category is 0.67 and intermediate category is 0.55,
secret bit rate for static is 0, mobile is ~0.2 and intermediate
is ~0. In secret key extraction using handheld devices for the
indoor scenario, a distance of 25 feet is considered between
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Alice and Bob and the output BMR is 0.0029 while it is 0.0246
for outdoor. In key extraction for MIMO like sensor networks,
the measurements are distilled using iterative distillation and the
results are validated for both indoor and outdoor environments.
Just 2 iterations of iterative distillation reduced BMR to 0.05.
An AE value of ~ 1 is obtained for all N x N configurations
in which ‘N’ is the number of nodes. When N is 5, secret bit
rate is ~0.4. The future work constitutes evaluating effect of
predictable channel attack using CIR.

The channel measurements collected by the transceivers
contain too many discrepancies and the measurements will
be highly correlated but not similar. To address this issue,
Zhan®, et al. proposed a pre-processing scheme for PSKG
using discrete wavelet transform (DWT) based compressor.
The compressor is applied to the channel measurements of
Alice and Bob using Sym4 wavelet, before quantising the
measurements. The proposed scheme is evaluated in terms of
bit mismatch rate, secret bit rate, randomness and complexity.
The BMR is less than 0.4 when the quantisation level is 4 and
the BMR is less than 0.25 for a quantisation level of 5 when the
encoding bits are in the range from 2 to 6. A secret bit rate of
2.5 is obtained when the quantisation level is 16 and encoding
bit size is 6. The high pass and low pass filtering operation
in DWT takes O(n) time resulting in some complexity.
Yuliana®, et al. proposeda novel pre-processing approach
which combines modified kalman filter (MK) and polynomial
regression method to achieve very high correlation between
legitimate pairs. The efficient pre-processing scheme eliminates
the need for IR and hence, the scheme renders reduced
communication and computational cost. The performance of
the proposed scheme is evaluated in terms of PCC, BDR, KGR
and randomness. MK scheme is applied to RSSI data blocks of
length 128. Hence, the correlation increases to 0.819 and 0.766
for LOS and NLOS scenarios respectively after processing the
entire RSS datain the aforementioned manner, in contrast to
the measured values of 0.757 and 0.698. With this scheme,
certain RSSI blocks render very high correlation of 0.99. A
KGR of 0.92bps and 0.45bps is achieved for LOS and NLOS
scenarios with an average p value of 0.6 and 0.54 respectively.
The proposed scheme is able to achieve a BDR of 0 in most
of the cases without IR stage. The p values obtained using
NIST test suit is > than 0.01 thereby proving that the proposed
scheme is a promising solution for PLS.

According to Margelis®, et al. employing DCT?! improves
the performance of PSKG system considerably. Hence, DCT is
employed to analyse the power spectrum and high-frequency
components are discarded or trimmed. 90% of the power is
contained in the low frequency components both in frequency
and time scale. By using inverse of DCT, the compressed
frequency parameters can be obtained. Zhan*2, et al. proposed
a novel encoding scheme based on gray code with reusable
codebook. The scheme proposed renders enhanced secret bit
rate. The encoding scheme is employed with uniform and non
uniform quantisation schemes. After quantisation, a distillation
stage is performed which eliminates abrupt transitions
iteratively. The proposed SKG system is evaluated interms
of symbol difference, secret bit rate, BMR and randomness.
Here, symbol difference is defined as the absolute difference of

symbols which are not matched. With the proposed scheme only
small symbol differences are caused by the uniform scheme.
As an example, uniform scheme with a quantisation level of
8 and 3 bit encoding renders a BMR greater than 0.3 for 5900
measurements with a packet loss rate of 0.19% . This BMR can
be corrected by IR stage after 3 rounds of distillation. For the
same scenario, the scheme renders a secret bit rate of 1.6 for a
quantisation level of 4 and 3 bit encoding. Moreover, the keys
generated using the proposed encoding scheme passes NIST
tests proving its suitability for securing wireless applications.

According to Zhang®, et al. exploiting randomness from
both time and frequency domains of the channel responses of
OFDM subcarriers greatly enhance the chances of successful
SKG. To remove the impact of noise in channel measurements,
an FIR low pass filter (LPF) is employed. An LPF based
pre-pocessing renders good correlation at reduced cost and
computational overhead. Further, a single bit CDF based
quantisation is employed. The performance is evaluated in terms
of randomness, KDR and KGR. For example, a correlation
coefficient greater than 0.6 is obtained at a sampling frequency
0of 200 Hz when LPF is employed, thereof the scheme is feasible
for mobile devices as well. The average KDR obtained with the
proposed scheme for the same sampling frequency is greater
than 0.4 at 0 dB SNR. On evaluating randomness using NIST
tests, the p values obtained for all tests except the DFT test
is greater than 0.01. Similarly, Lin*, et al. employs adaptive
quantisation scheme to achieve reduction in bit disagreements.
Moreover, a randomness extractor is also proposed to enhance
the performance of the SKG system. For a quantisation level of
3 and 2 bit encoding a BDR of approximately 0.1 is generated.
The proposed scheme renders a BGR of 4.3967. Moreover, the
key sequences also pass all the NIST tests employed.

Wang®, et al. proposed a novel symmetric key generation
system named as MobiKey in which, the phase information
collected from commercially available devices are leveraged
for generating shared keys. In contrast to amplitude, phase
information is rich in randomness and is less susceptible
to noise. However, the constraints in antenna sensing area
results in issues such as reduced BMR, randomness along
with hardware imperfections which makes phase extraction
from commercial devices difficult and hence, complicates the
SKG process. Therefore, the authors employ corrected phase
and adaptive quantisation technique with CDF based coding
scheme named as double gray code for generating shared secret
keys. The highlight of this scheme is that it is independent of
the communication protocol and hence can be employed in
various smart home applications such as Zigbee, WiFi and Z
Wave. When the channel remains static for a longer period,
so as to induce variation, a stepper motor is attached to the
antenna. After quantisation, IR stage can be employed using
any available schemes such as secure sketch, BCH and followed
by a randomisation stage to ensure sufficient randomness in the
final key by eliminating selected bits. The proposed scheme is
able to generate about 455.68 bits per second. For a sample
length of 200, a bit matching greater than 0.96 is obtained. The
key sequences pass the NIST tests. Therefore, the proposed
scheme is available for generation of shared keys both when
the channel is dynamic as well as static.
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Table 1 provides the various techniques employed at
different stages in the PSKG system. Table 2 provides the
performance of the PSKG schemes in terms of disagreement
rate, generation rate and approximate entropy.

3.2 Group Secret Key Generation

Most of the works in PLSKG focuses on key generation
between a pair of legitimate nodes as GSKG is highly
challenging. In GSKG, the channel information utilised for
generating secret keys in the physical layer is defined only
among two users in terms of randomness and reciprocity. In
this section, we elaborate the various schemes employed for
GSKG.

In literature mainly, GSKG schemes for star topology
utilising RSS isexplored, which is then extended for independent
as well as overlapped multi-cluster topology in which every
cluster is a single star topology*® or chain topology*’ and mesh
topology is less explored. Wei¢, et al. proposed a scheme which
utilises RSS for generating secret keys for single, independent
and multi-cluster topologies. However, while generating secret
keys, there can be potential channel conflicts and a decreased
probing efficiency. To combat this issue, the network is split
into star topology. In this scheme an independent key is shared
between member nodes by the root node. Root node facilitates
generation of group secret key and manages to share it safely
among its members using XOR process between group key

Table 1. PSKG schemes for wireless networks

Ref. System Attack type Ch. parm. Pre-processing Quantisation IR PA
Peng'S, et al. TDD/ Passive, Active CFR LB-TDD Threshold Mapping table Hash
OFDM
Li", et al. MIMO/ Passive CFR,CIR PCA CDF LDPC bit MD5
OFDM flipping
Zhang", et al. LP-WAN  Passive RSSI CGC Differential Secure sketch ~ Hash
Epiphaniou®, VANET - Synthetic ~ CGC Single Turbo codes -
etal. data threshold
Patwari?, et al. SISO Passive RSSI FI, KL Transform Multi bit - -
adaptive
Cheng?, et al. SISO, Passive, Amplitude Moving window, Adaptive BCH codes Secure
MIMO Predictable attack Artificial noise equal Hash
probability
Aldaghri, IoT Passive CIR Induced randomness Adaptive Secure sketch, Hash
Mahdavifar® lossy Convolutional
codes
Ambekar®, et al. SISO Passive RSSI Curve fitting Adaptive Turbo codes SHA1
Mathur®, et al. MIMO/ Passive, Active CIR, RSSI - Level - -
OFDM crossing
algorithm
Ambekar?, et al. Mobile Passive RSSI /1 norm minimisation Lossless Localised IR SHA-1
Ad Hoc binary
SISO
Premnath?’, et al. MIMO Passive, RSSI Iterative distillation Adaptive Interactive Hash
Predictable lossy cascade
channel attack
Zhan®®, et al. SISO Passive RSSI DWT Uniform Interactive Hash
cascade
Yuliana®, et al. SISO passive RSSI Modified kalman filter, ~Uniform Gray -
polynomial regression
Zhan*2, et al. SISO passive RSSI - Uniform, balanced gray  Cascade
CDF code protocol
Lin*, et al. SISO Passive RSSI Wavelet shrinkage Adaptive Gray Cascade
using rigrsure
Wang®, et al. SISO Active, passive Phase Linear transformation,  Adaptive Double gray Cascade,
savitzkygolay filtering code Secure
sketch, BCH
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Table 2. Performance comparison of PSKG schemes

obtained for an SNR of 15dB and a quantisation

guard band of 0.02 is considered. Xu¥, et al.

Ref. Disagreement  Generation . proposed a GSKG scheme for single antenna
rate rate . .. .
nodes. Proper choice of quantisation mechanism
LOS 0.0039 LOS ~1.6 can give good secret key rate. Although various
Peng'®, et al. 0.0832 . . . .
NLOS 0.0079  NLOS>1.6 quantisation schemes are investigated in
Li", etal, <0.001 - 0.5004 literature, the.works do not explore key generation
between various users and hence, cannot be
Zhang", et al. 0 0.0529, <1 0 0.065, considered for applications that require a group
10.0039, 101 key. Therefore, Thai®, et al. proposed a novel
Epiphaniou®, et al. 0.02 35 ~0.97 SKG technique for mesh topology in which
Patwari?! ’ 0.022 ”» each of the nodes are set up with numerous
atwarl®, et al. ’ ) antennas and are linked to each of the other nodes
Cheng?, et al. 0 0.0407, 00.89, ) through diréct chann.els. As long as all other
10.0101 11.02 nodes can listen to pilot data from other nodes
Aldaghri, Mahdavifar® SO0.11,M0.24  64-96 - in mesh topology, authors utilise the information
of multiple channels to increase key rate. BMR
Ambekar®, et al. 0.0302 3.39 g) 0%82 ,ma’I(‘(’) o6 values for different time slots are evaluated and for
-0 i, 18 a time slot of 0.1, a BMR of ~0.65 is obtained and
Mathur®, ef al.. 0.1198 1.936 - BMR reduces to almost 0 in slot 1.
0 0.82 max Most of the GSKG schemes do not tackle
Ambekar, et al. 0.045 3.41 0.06 min., I'0.96 the issue of information leakage,. low key
” agreement, and cost. Therefore, Li*, et al
Premnath®, et al. 0.05 ~04 ~1 proposed a lightweight GSKG scheme which
Zhan* , et al. <0.15 >2 0.88 exploit non reconciled received signal strength
- LOS<0.55, LOS 0.92, LOS 0.59 —0.98, (GNSS) for wireless networks which are mobile.
Yuliana®, et al.. NLOS<0.75 NLOS 045 NLOS 0.18-0.91 Here, the authors study star and chain topologies.
Zhan®, et al. <0.45 <32 0.21-0.96 The - proposed technique involves two steps,
. first is PSE, in which pair wise bit sequences
Lin*, et al. <0.225 <3 0.358-0.716 having high correlation are extracted between
Wang, et al. - ;1’ 4558 - wireless channels among every pair of legitimate
ps

* LOS: Line of sight, NLOS: Non line of sight ,0: Outdoor, I: Indoor, S: Static

and respective shared keys. The proposed scheme is robust
against dynamics in the network. Results are analysed for a five
node network by analysing the trend of group KGR (GKGR)
against probing rate. GKGR is evaluated for both static and
mobile scenarios. The average deviation in GKGR between
static and mobile scenarios is 12 bits/s. In static scenario, for
a probing rate of 75 Hz, the GKGR is ~10bps while in mobile
scenario, for the same probing rate, GKGR is ~30bps. For a
probing rate of 100Hz, for static scenario outdoor, KDR is
0.17 and static indoor is 0.15. Similarly, for outdoor scenario
with mobility, KDR is 0.12 and indoor scenario with mobility,
KDR is 0.08. For a network size of 10, for static scenario a
PCC of ~0.85 is obtained and for mobile, ~0.95 is obtained.
Tunaru®, et al. proposed a GSKG scheme using IR-UWB
signals rich in randomness due to its high multipath resolution
abilities. Hence, such a scheme can provide high secrecy.
Moreover, existing works on cooperative GSKG involves
generation of initial pair wise secret key and further forming
group keys which introduces latency and traffic.

Therefore, a three node mesh topology employing public
common channel for generating the group key is investigated.
Nonetheless, no eavesdropping attack is incorporated and
analysis of leaked information is also not considered. An
average BMR of ~0.0land an average bit match of ~0.9 is

users while second is, GKS, in which a group
secret key is shared by securing with the
pair wise bit sequences. Highly agreeing keys and less
information leakage are the main highlights of the proposed
scheme. The BER obtained is between 0.05 and 0.1 for 3
users in star topology and slightly above 0.05 for 3 users in
chain topology. Zhang®, et al. proposed a GSKG technique
for multi-user OFDMA networks configured as star topology.
Even though substantial efforts are applied to wards generation
of group secret keys, channel sounding still needs to be
done in pairs which increases the computational overhead
thereby increasing the number of transmissions and channel
occupations. One of the highlights of this work is that, there
is no need for a dedicated communication link for channel
probing as the key generation happens along with normal
data transmission. The technique offers low complexity with
no additional consumption of energy for channel probing
and hence useful for IoT devices. Reduced interference
amidst all users, increased reciprocity of channel, great key
uniqueness, randomness and reduced key generation overhead
are the highlights of the scheme. In this technique, a PCC
of ~ 0.4 is obtained at 0 dB SNR and for an SNR of 5dB, a
maximump value of 0.403, correlation in the range ~0.65 to
0.78 and KDR of ~0.2 — 0.25 is obtained for multiple users.
Tables 3 and 4 summarises the GSKG techniques and its
performance. Table 5 provide the testbeds used for practically
feasible schemes.
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Table 3. GSKG schemes for wireless networks

Ref. Topology Attack type Ch. parm.  Pre-processing  Quantisation IR PA

Wei’®, et al. Single, multi Passive RSSI - - Cascade Merkle Damgard
-cluster Hash function

Tunaru®®, etal.  Mesh Passive CIR - Adaptive Secure sketch, Universal Hash

Thai®, et al. Mesh Passive RSSI - Scalar, Vector ~ Cascade Hash Lemma

Li*, et al. Star, chain Passive RSSI - - Hash

Zhang®, et al. Star - CFR - Mean value Reed Solomon -

code

Table 4. Performance comparison of GSKG schemes

Ref Mismatch rate Generation rate AE

Wei, et al. 0S0.17,0M 0.12 S~10 -
1S0.15,IM0.08 M~30

Tunaru®®, etal ~0.01 - -

Thai®, et al. ~0.65 - -

Li*, et al. ~0.05 - -

Zhang®, etal.  ~0.2 - <0.403

* S denotes static, M denotes mobile, IS denotes indoor static, OS denotes
outdoor static, OM denotes outdoor mobile, IM denotes indoor mobile

4. RESEARCH CHALLENGES

PLSKG schemes have a lot of advantages. It addresses
the issue of key distribution, ensures authentication and even
renders good secrecy even if the channel conditions of adversary
is better than the legitimate channel. However, there are certain
challenges which are yet to be addressed. Even though good
secrecy can be achieved with SKG schemes, achieving perfect

secrecy is not easy as the length of the secret keys generated
is limited by the channel variations. In literature, most of the
SKG schemes are developed with the assumption that Eve has
less computational power and resources than the legitimate
pair which is not always true. Moreover, the fact that Eve has
knowledge of Bob’s channel cannot be overlooked and hence,
it is also possible for Eve to break the secrecy. The need for
processing at both transceivers induce delay, overhead and
power constraints. Apart from this, as SKG schemes are
restricted to TDD systems, the system is also vulnerable to
reciprocity and channel estimation errors which results in high
mismatch in the shared keys generated. Direct quantisation
of noisy measurements result in failure of the SKG system
and hence, pre-processing® the collected measurements prior
to quantisation is essential. Severity of the aforementioned
issues increase in the case of GSKG as more wireless nodes
are involved in the generation of shared keys in contrast to
generation of shared keys for a pair of nodes. In GSKG
systems, as the number of users increase, more channels are
available among them which can be used to generate a portion

Table S. Practically feasible PSKG and GSKG schemes

Ref. Scheme  Testbed Practical feasibility
Peng'S, et al. PSKG USRP N210 Yes
Zhang", et al. PSKG Arduino Uno Yes
Patwari®', et al. PSKG Crossbow Telos B Wireless Sensors Yes
Cheng?, et al. PSKG Transceiver (300MHz band) with Omnidirectional antenna Yes
Ambekar?®, et al. PSKG Four laptops with different wireless cards Yes
Mathur®, et al. PSKG 802.11 board with commercial 802.11 development platform with FPGA-based Yes

customised logic, CIR 802.11a/b/g modem IP, 3 off-the shelf 802.11 radios.

Ambekar?, et al. PSKG
Premnath?, et al. PSKG

Dell laptops (Alice-Atheros wireless card, Bob-Intel Pro wireless card) Yes

Crossbow TelosB Wireless Sensors, Google Nexus One Smartphones equipped Yes

with Broadcom BCM 4329 chipset-based 802.11 wireless network cards

Yuliana®, et al. PSKG Raspberry Pi, TL-WN722N 802.11 b/g/n wireless card. Yes

Zhan*?, et al. PSKG Intel wireless cards Atheros ar9285 Yes

Wang?®, et al. PSKG Intel WiFi Link 5300 or Atheros AR9590 NIC Yes

Lin*, et al. PSKG rt2870 chip Yes

Wei, et al. GSKG LT25 laptops with Atheros AR 5B95 802.11a/g/n wireless card. OS Fedora Yes
Linux with kernel version 2.6.34.8-68.fc13.1686.

Zhang®, et al. GSKG Wireless motes with STM8L101 Microcontroller, Built-in antenna, CC1101 Yes, IoT networks
radio chip, Operating Freq. 430 MHz

Thai*®, et al. GSKG USRP-RIO 2952 (2.484 GHz) Only for multi antenna

devices
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of the key. However, such schemes require a lengthy channel
coherence time because of the need to sense the entire channel
information while the channels remain the same. Low key rate,
optimal power allocation, increased information leakage and
need for longer coherence time are some of the challenges in
GSKG compared to PSKG. SKG between a pair of legitimate
users is vividly researched while GSKG* techniques are very
few. Key generation in static channel* is another big challenge
and the literature lacks sufficient practically feasible schemes in
this area. Similarly, in FDD systems, due to the distinct uplink
and downlink frequencies, successful key generation is very
difficult. Moreover, SKG and GSKG schemes robust against
active attacks are only very few. The high computational
power requirement of PLSKG schemes is a challenge for low
power IoT devices. Hence, developing PLSKG schemes with
optimum power usage is also an unresolved issue.

5. CONCLUSION

The need to secure wireless communication has become
crucial as the intrinsic broadcast nature of the wireless
transmission medium exposes the information to several passive
and active attacks. PLS is a promising technique in this regard
as it does not require costly and complex infrastructure for key
management in contrast to its companion technique, traditional
cryptography. This paper provides a comprehensive analysis
of the various techniques employed at various stages of both
PSKG and GSKG, such as channel probing, pre-processing,
quantisation, encoding, IR and PA. A detailed analysis of
PSKG and GSKG schemes so as to identify practically feasible
techniques are also carried out. A performance comparison of
the various techniques employed in the generation of secret
keys by using bit disagreement rate, approximate entropy and
bit generation rate is also presented. Even though, various
efficient PLSKG schemes are available in literature, there
exist a lot of issues which limit the performance of PLSKG.
Therefore, a discussion on the existing challenges are also
provided to aid the readers for research in PLSKG.
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