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ABSTRACT

Walsh transformation of a Boolean function ascertains a number of cryptographic properties of the Boolean
function viz, non-linearity, bentness, regularity, correlation immunity and many more. The functions, for which the
numerical value of Walsh spectrum is fixed, constitute a class of Boolean functions known as bent functions. Bent
functions possess maximum possible non-linearity and therefore have a significant role in design of cryptographic
systems. A number of generalisations of bent function in different domains have been proposed in the literature.
General expression for Walsh transformation of generalised bent function (GBF) is derived. Using this condition,
a set of Diophantine equations whose solvability is a necessary condition for the existence of GBF is also derived.
Examples to demonstrate how these equations can be utilised to establish non-existence and regularity of GBFs

is presented.
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1. INTRODUCTION

Bent Boolean functions were introduced by Rothaus!, in
1976. A bent function is a function of even number of variables
which possesses maximum non-linearity. Because of the very
nature of possessing the highest possible non-linearity, bent
functions drew attention of researchers from varied fields
namely cryptography, coding theory, combinatorial design
and communication systems. With the advent of generalised
Boolean function, the term generalised bent function came into
existence. This concept was propounded by Kumar?, et al. in
1985. Generalised bent functions (GBFs) are the generalised
bent Boolean functions!®!1*15 having a flat generalised Walsh
Hadamard spectrum.

Two types of generalised Boolean function are considered.
They are type I and type II generalised Boolean functions. For
positive integersn,q =2 we define a generalised Boolean
function of type I as a function f:(Z/2Z) — Z/qZ . We
define generalised Walsh Hadamard transform of f as the map

from f:(Z/2Z) — Z (&), given as:
W (w)=2, & M

where (being a primitive ¢” root of unity in C and

w.x being the dot product of vectorsw and x defined as
n—1
w.x = xwmod g .Itis easy to observe that /¥, (w)belongs

to the l;fng of integersZ((;). For positive integers n,q >2,
a generalised Boolean function of type Il is a function
f:(Z/qZ) — Z/gZ . In this case the generalised Walsh
Hadamard transform of f is given as
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Wf (W)= ZXEZZ C-,{/'(x)—w.x} (2)

A generalised Boolean function of type I is said to be a
generalised bent function if for every we (Z/2Z)", we have

W, (w)=22 3)
and another generalisation of Boolean function of type II is
said to be generalised bent function if for every we (Z/qZ)’,

[, () =g’ 0

Given positive integers n,q >2, when a generalised
Boolean function f of either type is bent, we call it [n, q] GBF.
It is easy to observe that for both of the generalised Boolean
function W, (w)eZ({) and only the magnitude value
will be different.

It is not always possible to have a[n, g | GBF for every**¢
g,ne N,g>1. A lot of conditions onn and ¢ have been
found under which a[n,q] generalised bent function does
not exist. Feng”', ef al. had shown the non-existence of GBF
for some values of ¢ from the properties of solutions of some
Diophantine equations they found for GBF.

Detection of non-existence of bent function under
different conditions is important®®. Several constructions of
bent functions have been proposed in the literatures which
are used in crypto design and further work in this direction is
going on'®". Knowledge of non-existence of GBF often saves
a cryptographer from a futile search for construction in the
cases when a bent function ceases to exist.

We derive a general expression for Walsh transformation
of [n,q]generalised bent function and obtain a necessary
condition for existence of [n,q]GBF. In the later section,
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we have shown that for an odd prime g, it is possible to put
this necessary condition in form of a system of Diophantine
equations. And how the system of equations can be utilised to
establish non-existence or regularity of [n, q]GBF, q being an
odd prime.

2. NECESSARY CONDITION FOR EXISTENCE
OF [7,9]GBF
A generalised Boolean function f', defined earlier is

bent if the magnitude of its Walsh transform i.e., |Wf (w)| is

constant. It is equal to2?in case of type I functions and ¢?
otherwise. In other words, a generalised Boolean function
f of type 1 is bent only if givenw e (Z/2Z)", |W/~ (wj = 2g
. Similarly a generalised Boolean function f of type II is bent
only when for givenwe (Z/gZ)', |Wf (w)|=qg. We first

derive a general expression of Walsh transformation of f and
then obtain the necessary condition for existence of GBF using
the above relations.

2.1 Walsh Transformation of [n,q]GBF
The following theorem expresses Walsh transformation of
f as integer linear combination of the quantities

cos@,kzo,l,...,[q—_lJ
q 2
Theorem 2.1 Let fbe a [n,q]generalised Boolean

function. Then for given

we(Z/qZ)

a!
5 2
|Wf (wj =iy+2 )i cos
u=1
where io,il,...,irr1
TJ

Proof: For generalised bent function f, W, (w)e Z((),

2mu

q
are some positive integers.

whereC=e “ , then there exist positive integers a,,a,,...,a,_,

such that
W, (w)=21ak )
From Eqns. (4) and (5) we have,
D=4 (6)

Observe that ¢ =¢™ and C*¢! = |C"|2 == (Q_"’)z k.
Therefore,

W, (w)= Z: a; (Ci ): ;%Cii

‘We have,

W, (W)Wf—(w) = ‘Wf (W)2

q-1 gl )
= z aiC’ Z ain'
i=0 i=0

I
Ny
g
2
8
oy
<

i=0 i=0
q-1
= Cucu (7)
u=—(g-1)
o -
= > CLHG YL
7(q71) u=1
0 . .
=G+ (C.e+CL)
where
Z:(; aa;_, when u<0Q
C“ = Z::: a[2 when u=0 (8)

-1
zq a.a, when u>0

i=0 i i-u

The coefficients displayed in equation (8) are related as
C,=C, ,forall 0su<g-1.

In Eqn. (8) foru =0, the equality holds, for u >0we

have g-lu ol

C,=2 aa, =) aa  =C,, usingi=i-u

it
i=0 i=0

and for u <0

q-1 q—1-u
c, = Z aa,, = Z aa, =C, , using i =i+u
i'=0

i=—u

Now forg =2k +1, where £ is any positive integer, Eqn.
(7) can be written as

W, (w)f =c, + ch @ +¢)
=G, +2qi CR(E")

CRE )+ zzk: CR (" )J

k

=C0+2(

u=

=C, +2[ij CR(C )+ icq_um(g" )J using u =g —u
u=1 u=k
=C,+ 2(i (c,+c, . (" )j using
u=1
@@ )-5E)
(G))
2
=G, +2| Y (¢, +C,, )cos2ﬂ 9)
u=1 q
Similarly for ¢ =2k, where kis any positive integer,
Eqn. (7) can be written as

w, (w) =¢, +q§::cu @ +¢)
-C, Jrzqz_1 CR(C")
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:C0+2[§CM‘R(C“)+C9‘R( j z c o )]
=C,+2C, + 2(§ CR(C )+§ (ol (< )j ;

m(gq] ,C,=C,

2 2mu
=C,+2rC +2 C +C _ )cos—.
‘ : Z‘( +Cn) q (10)

Now combining Eqns. (9) and (10) we can write

=
|W (wj =i +2) i, cos— (11)

u=l1

G, +2qu
i

i,=C,+C,_ Jforu=12,. ,{

where i, = for e (0,1),r =(g—1)mod(2) and
qg-1
2
Corollary 1. The necessary and sufficient condition that a [n, q]
generalised Boolean function f is bent, is that for allwe Z',
the coefficients C,,C,,....,C, , as computed in theorem 2.1
satisfy the condition
=,
" =iy +2 3 i, cos T (12)
q

u=1

where i ,i,.... are as defined in Eqn. (11) and ¢ can be 2

S,
]
or g according as f is of type I or type II function.

Proof: The property of Walsh spectrum follows the
proof.

From corollary 1, it is clear that if we find at least one
we (Z/qZ)", for which Eqn. (12) is not satisfied then f is
not a GBF. In other words, the emptiness of the solution set
of Eqn. (12) ensures the non-existence of GBFE. The following
corollary tells this condition in a precise mathematical form.

Corollary 2. An[n,q] type GBF does not exist if it is not

possible to find the coefficients io,i],u-.,i(q;l} satisfying Eqn.
2

(12) corresponding to a set of positive integers a,,a,,....,a,_,
satisfying the relation

gq-1

4N
2=t
i=l

The following theorems viz Theorem 2.2 and Theorem 2.3
are needed for formulation of Diophantine equations. Though
the proof of Theorem 2.2 is straightforward, we produce it
here for readability. Furthermore we are also making use of
an expression arising out of the proof, for our subsequent
calculations. For proof of Theorem 2.3, one may refer to'*.

Theorem 2.2 For any positive integers n,g we have

21u [ 2nj
cos—— = g| cos—
q q

where g is an integer polynomial of degree u .
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Proof: By De Moivre’s theorem we know that

2nu . . 27u ( 2n . 2nj
cOS—— +isin——=| cos—+isin—
q q q q

. (uj[ 2njr, .y 2T
= cos— | isin"" —
r=0 r q q

Comparing real and imaginary part

cos -3 (-1) ( ]{ %J (1 qu

Now we can see in the binomial expansion of

k

, 271 2mu

[1 cos —) the maximum degree ofcos ™ is 2k . In the
q q

. . 2 .
above equality the maximum degree of cos 2 will goto u.

2 .
So the degree of cos 24 ,willbe u .
Theorem 2.3 For primeg >2, Minimal polynomial of
.2 21u .
sin and cos = is P(x), of degreeq—landQ(x) of
q q

degree (q—1)/2 respectively" where,

q-1

N -1
P(x)zzz:(—l ¥ 2,MC(I x i%]_kx”‘

k=0

and

0(x)= P( (1 ;n

Note that the minimal polynomial given in the above
theorem need not be monic. In the next section we show how
the necessary and sufficient conditions together convert to
Diophantine equations when ¢ is an odd prime.

3. NECESSARY CONDITION IN TERMS OF
DIOPHANTINE EQUATIONS FOR ODD
PRIME ¢
In corollary 2 we have discussed the necessary condition

for existence of an [n,q]GBF. Now, we relate that necessary

condition in terms of Diophantine equations for the case when

q is an odd prime. For an odd prime, the minimal polynomial

2 o
Q(x)of cos , as given in Theorem 2.3
q
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Using Corollary 1 and Theorem 2.2 we have

q-1

0=—t"+i, +22h1 L;,ZEJ)(—IY (;J

2 u-2k 2 k
(cos —n) [1 —cos’ —nj
q q

o 2 . .
This implies that cos= also satisfies a polynomial R(x)

(14)

of integer coefficients where

q

= = o u 2 3
R)=-r i35 LEAC [0y (=)
(15)

Now for odd prime ¢ the maximum power of the
indeterminate x in Eqn. (15) will be » and the consequently
maximum value of  willbe (¢ —1)/2 . Therefore the maximum
power of x in R(x) is (¢—1)/2 . From Theorem 2.3

Degree of Q(x) =(q—1)/2 =Degree of R(x)

Since Q(x) is the minimal polynomial of cos—n for
some non-zero integers aand  we have q

aR(x) =BO(x)
where o and B are chosen in a way that the highest degree
coefficient of and BQ(x) are equal. As aR(x)—-BQO(x)
essentially a zero polynomial, equating coefficients of
oR(x)—BO(x) to zero will give us a set of (¢g—1)/2
Diophantine equations in q,,q,..., a,, Wecanput x=0,1,2,...
alternatively in  oR(x)—BQO(x) to obtain Diophantine
equations.

In the next section we show the non-existence result of
GBF from the Diophantine equation approach. However the
results are not new but the method is totally different from
those available in the literature.

3.1 Non-existence of [7,5] GBFs of Type I
For [n,5] GBF of type I, we have from Corollary 1.

2 4
2" =iy +2i cos?ﬁ+2i2 cos?7t (16)
where

.2 2 2 2 2
lO —ao +a1 +(12 +a3 +a0

i, = a,a, +aya, + aa, +a,a, +a,a,

i, = a,a, +aa, +a,a, +a,a, +a,a,

Putting cos% =2cos’ z?n—l in Eqn. (16) we have
2 2
0=-2"+i, —2i, +2i, cos?ﬁ+4i2 cosz?7T (17)

It is clear from Eqn. (17) that cosZ—STE satisfies polynomial
of integer coefficients of degree 2, therefore we have

R(x)=4i,x" +2ix 2" +i, —2i,

from Eqn. (13) we have

Q(x)z 4x* +2x-1

The highest power coefficient of Q(x) and R(x) are 4

and 4i,, respectively. Thereforei,0(x)—R(x) must be a zero
polynomial. Equating coefficients of ;,0(x)—R(x) to zero we
have
2" =i, —i, (18)
i, =1, (19)
Now from Eqn. (6) we have
(ay+a, +a, +a, -+-a4)2 =2
Which implies that,
= iy +2i, +2i, = 2% (20)
For existence of GBF we have to check the integer
solutions of above non-linear Diophantine equations.
Solving Eqns. (18), (19), and (20) we get
o 42" 42 42" 2%

i andi, =i, =

To find existence of GBF, we have to find the solution set
of the polynomial Diophantine'® equations given as

n 2n
ag+a]2+az2-i-a32+ai:M 21
> 2271 _onr
a,a,+a,a, +a,a, +a,a, +a,a, = 5 (22)
22n _211
a,a, +a,a, +a,a, +a,a, +a,a, = — (23)

It is clear from Eqn. (22) that 5 must divide 2> —2".
= 2" =2"mod(5)
= 2" =1mod(5)as ged(2",5) =1

=> must be a multiple of 4 as the order of 2 in Z," is 4.
Therefore the possible values of » for which we can expect
solutions of the system of Diophantine equations are for
n=4,8,12 and so on.

Exhaustively we checked that there are no solutions to the
system of equations for » = 4,8 and 12, therefor[n,5] GBF do
not exist for n<16.

Apart from an establishing non-existence, this approach
can also be used to prove regularity of GBF. In the following
section we prove regularity of GBF in a case not reported
earlier.

3.2 Regular Bent Function

A generalised bent function f:(Z/qZ) — (Z/4qZ) is
called regular bent function if each of its Walsh coefficient
value can be written as

ORI
where g is any ¢ valued function. Function gis also called
dual of /. Generalised bent functions are not always regular.
For ¢ =2 a bent function is always regular Boolean function.
Kumar?, et. al. had shown the existence of regular bent function
for various values of g and n . Our analysis determines a new
case for the existence of regular bent functions. Next two
theorems demonstrate the existence of regular bent functions
for n=2 and ¢=5.

Theorem 3.1'"' Let n =2k where k and % are any two
positive integers, ¢ is any prime number then there always
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exista GBF f:(Z/qZ) —(Z/q'Z).
Theorem 3.2 A  generalised bent
f:(Z/5Z) —(Z/5Z) is always regular.
Proof: Theorem 3.1 ensures existence of GBFs from
(z/52Y — (Z/5Z). Simplifying Eqn. (15) for we can obtain
the corresponding Diophantine equations. Consequently Eqns.
(18), (19), and (20) for t =5and »n =2 can be rewritten as

function

a,’ +a’+a,’ +a’ +a’ =145 (24)
a,a, +a,a, +a,a, +a,a, +a,a, =120 (25)
a,a, +asa, +a,a, +a,a, +a,a, =120 (26)

We have computed the solutions of the above system of
equations using exhaustive search. The set of solutions for

(a-a,,a,,a,,a, ) can be written as {(1,6,6,6,6),(6,1,6,6,6),
(6,6,1,6,6),(6,6,6,1,6),(6,6,6,6, 1)}

So according to each of above solutions the Walsh
coefficients at any can be written in only five different ways
Le.

1+6L+68" +6C° +6¢;

6+C+6C"+65° +6C*;

6+6C+C+6C° +6C*;

6+6L+68" +C +6C%;

6+6C+65" +68° +C

Using the property of ¢ or the 5" roots of unity i.e.

1+C+8+C+¢ =0

All possible different values of Walsh transformations can
be written as

{5¢°,-5¢',-567,-5¢",-5¢* }

From these expressions of W, (w) for all we (Z/5Z)
and any 5-valued function f* we can say that

) ()=S0

Hence we can say that f'is regular where f * is dual of /.

4. CONCLUSION

In this paper a new approach for generalised Boolean
function which is based on formulation of Diophantine
equations is proposed. We have also shown by examples how
this approach can be utilised to prove nonexistence of GBF
or to prove regularity of GBF. We hope that this method will
help to detect more cases when a GBF is regular or it ceases
to exist.
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